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BBenenue

Hacrosiiee pykoBOACTBO IO SKCIUTyaTallMy MPeIHA3HAYCHO JJIsl ONUCAHUS MPUHIUIA paboTHl,
HAaCTPOWKH, MOHTaXa W DKCIUIyaTallM¥ BBI3BIBHON BHUCONAHETM MHOroaboHeHTCKONH RV-3438-v2
«Rubetek» (nanee «manenby).

Heo0x01mMo 03HaKOMHTBCS C M3JIOKEHHBIMU B PYKOBOJCTBE MHCTPYKIUSMH, IEPENl TEM Kak
MOJIKJTI0YATh, HACTPAaNBaTh, SKCIUTYaTHPOBATh HJIK OOCITY>KUBATh ITAHEIb.

MoHTaX ¥ DJKCIUTyaTalls TaHeId JODKHBI MPOU3BOAUTHCS TEXHUYECKHM IEPCOHAIIOM,
M3YYMBIIMM HACTOSIIEE PYKOBOJICTBO.

CHOucoK IpUHATHIX COKpaIICHUM:
- ITa"ens — BeI3BIBHAS BUIEOIaHeNb, MHOroaboHenTckas RV-3438-v2 «Rubeteky;
- IIHP — nycko-Hanago4YHbie paObOTHL;
- ITAC — mpeobpa3oBarenb aHAJIOTOBOTO CUTHAJIA.
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1. Onucanueu padora
1.1. Ha3znauenue

BeBeiBHAsg BHjaeomaHelb MHoroabomentckas RV-3438-v2  «Rubetek»
npeaHasHayeHa IS JUCTAHIMOHHOW ayaMo- MW BHACOCBSI3H C
HeC&HKHI/IOHI/IpOBaHHOFO }IOCTyna B IIOABE3bI JOMA HOCTOpOHHI/IX JINI.

INanens KOMycKaeT yCTAHOBKY KaK BHYTPH ITOMEILCHH, TaK U Ha YJIHIIE.

VCTpOHCTBO pPAcCUMTAHO Ha HENPEPBIBHYI KPYIIOCYTOYHYIO paboTy W OTHOCHTCH K
BOCCTaHaBJIMBACMBIM, HepI/IOZ[I/I‘-IeCKI/I 06CHy>KI/IBaeMBIM U3 OCIIUAM.

(manee TmaHenp)
rocTeM M HCKJIIOYCHUS

Cpox cy>xObI MaHEeIN COCTABISAET 7 JIET.

1.2. TexHuueckue XxapaKTEePUCTUKHI

Tabnuna 1 — OcHOBHBIE MTapaMeTPbl MaHeIN

IMapamertp 3HaveHue
Hanpsoxenue nuranus, B 12
[ToTpebnsiemast MOIIIHOCTH, BT He Oonee 12
Pon Toka OCTOSSHHBIN
RF cuutsiBaTens kapt 13,56 MI't

Ethernet 1 x RJ45 10/100M
RS-485 1
Wiegand 1

BrixonHoe pene

3 peiac sl OTKPbIBAHUA ABCPH

[Tutranue POE

ectn, IEEE 802.3af

[Tognepxka MpoOTOKOJIOB

IPv4, HTTP, HTTPS, FTP, SNMP, DNS, NTP,
RTSP, RTP, TCP, UDP, ICMP, DHCP, ARP

Vel 0630pa

116°(H) / 60°(V)

Paspemrenne cencopa

3 Mn

Aynno xosex

G.711a, G.711p, G.722 n G.729

2 SIP akkayHTa

SIP v1 (RFC2543),
SIP v2 (RFC3261)

Buneo xonex

H.264, MPEG-4 u MJPEG

Pasperenrie 0CHOBHOTO/JOMIOTHAUTEIIEHOTO 1280x720 / 704x576
[IOTOKA BHICO
MakcumabHasi CKOPOCTh Mepeadu 30fps

HM300paKCHUH

[Tomxnepikka OuTperita

CBR c Bapuarueii = 10 %
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[IporpammHOE ynipaBieHHne

ONVIF ProfileS

[IpoTokoa nepemauu BUICO RTSP
[Moxnepkka pexxuMa JIeHb/HOUb eCTh
Tutpsr TEeKCT/maTa/BpeMsi

Jnamazon pabounx tremnepartyp, °C

ot muHyc 40 1o muroc 40

CreneHb 3alIMTHI KOpIyca

IP66,
aHTHBaHIAIBHBIN Kopiryc IKOS

Tun MmoHTaXa

HaKJIaJHOW WUJIU BPE3HOM

I"'aGapuTHbBIC pa3Mepbl, MM 280%x130x68
Macca, kr He Ooiee 1,1
1.3. Baemmnwui Bujg nasenu
000
OCO
7
1 — Kopnyc
2 — JluHamMuk
3 — MHdpakpacHbIe CBETOIUOIBI
8 4 — ]JlaTunK OCBEIIEHHOCTH
5 — UK-natuuk ABUKEHUS
6 — Kamepa
7 — ucnnei
8 — CumthiBaTenb RF-kapT
9 — [Mudposas ki1aBUaTypa
1 2 3 10 — KnaBuma ynanenus «Copoc»
11 — Muxkpodon
4L 5 G 12 — Knapwuima BbI30Ba
13 — KiaBuia BBI30Ba AHCIIETYEPA
/ 8 9 J
I 10
1
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Pucynok 1 — BHemHuit Bua nanenu (Buj criepein)
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PucyHnok 2 — BHemHuii BuJ nanenu (B c3au)

1.4. Tumnosas cxemMa BHEIIIHUX COSTUHEHNH TaHEIN

Mutanue 12B CeTeBon KOMMyTaTop

GND

22v 555

GND
7V YnpasneHnvue asepbMmu
Bobixog Wiegand TND i 5
! ! WG D1 oM 3amox ||
wG_o1 4—— WG _Do NCT
wg 00 4——1 o i _
2 i Ll HER308*
KHonka oTkpbITUSi ABEpU GND NCZ
DOORB NO3
‘ GND Ethernet (PoE) COM3 + _
DOORA NC3
GND X
RS4858, 12V _ouT Bnok nutaHusa
RS485A GND_0UT|

*uoodenv ouoda ykasauna 6 kawecmee pekomeHoyemou. BozmoodicHo ucnonv3osanue anaio2os ¢
napamempamu He menee:
- Maxcumanvrnoe nocmosinnoe obpamuoe nanpsdicenue - 10008
- Maxcumanvuwiii (cpeonuit) npsamoii mox na ouoo - 34
- Makcumanvroe npsamoe nanpsidxcenue - 1,78 npu 34
Pucynok 3 — TunoBasi cxema BHEUTHUX COEIMHEHUM TaHEeIH
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1.5. KommiekTHOCTb

Taobnuua 2 - KoMIiiekTHOCTh [MaHeln

HaumenoBanmue KoauuecTBo, 1T Ilpumeuanue
BreswiBHAs Buaconanens MHOroadbonenTckas RV-3438 1
Kpeimka 610ka KOMMyTaluu 1
VII0THUTEIBHOE KOJIBIIO 1
VYtorHuTenb Kades 3
[TpmxuMHas rmiIaHka 1
IleTnsa 1
Hab6op kpermienus 1
[llecTurpaHHbIi KJIFOY 1
[Tacniopt 1

2. Hcnoab3oBaHHe 10 HA3HAYEHHUIO
2.1. TloaroroBka K MCIIOJb30BaHHIO
@ BHUMAHHE! Echu nanenvb HAXO0UNOCHb 6 YCAOBUSX OMPUUAMENbHOU mMeMnepamypbl,

HeoOX00uUMo 8videpicams e20 He MeHee 4 yacoe npu komuamuou memnepamype (25 + 10 °C) ona
npeoomapaujeHuss KOHOeHCayuu 61au.

2.1.1. [ToaroroButh pabodee MeCTO, BCKPHITh YIIAKOBKY, YOSIUTHCS, YTO KOMILUIEKTHOCTh
ITaHEJIM COOTBETCTBYET TaOIHIIE 2.
2.1.2. [lpoBecT BHEMIHUN OCMOTP, YOCIUTHCS B OTCYTCTBHH BHUIMMBIX MEXaHHUYECKHX

MOBPEXKJIEHUH (CKOJIOB, TPELLMH, BMATHH) U CIEA0B BIIary.
2.2. Pa3memeHue naHenu
[Ipu mpoekTupoBaHUU pa3MEIIEHUS YCTPOHMCTBA HEOOXOIUMO PYKOBOJCTBOBaThcs [IpaBuimamu
YCTPOMNCTBA 3JIEKTPOYCTaHOBOK.
JlomyckaeTcsi yCTaHOBKA IaHENIM Ha BEPTHKAJbHYI0 MOBEPXHOCTh HAKIAJHBIM M BpPE3HBIM
croco0OM MOHTaXa C MOMOIIBIO CIIEIUATBHOTO KPEIUICHHUS.
@BA)I(H 0! Kpennenue nanenu nocmasisiemecs 0moensHo.

2.3. MoHTaX U HOIKIIFOYECHUE

BHUMAHHUE! Moumasxxc npouzgooums MOAbKO HPU OMKIIOYEHHOM HANPANCEHUU NUMAHUSL.
IIpoxnaoka npoe0o00s u TuHULL C8A3U OCYUIeCBIAEMC 00 8bINOIHEHUS MOHMANCA NAHETU.
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Bpe3Hoiit MoHTaXK

BoIpexbTe 0TBEPCTHE B MOHTUPYEMOI
ITOBEPXHOCTH.

BAKHO! Pexomenoyemvle pazmepol
omeepcmus J[xBxI'=270*123*6 1 um.

[TomecTHTE B OTBEPCTHE BPE3HOE KPEIICHUE H
yOeIUTECh, UTO BCE KaOCIH JIJIst

MOJIKJTFOUCHHUS TTAHEIH CBOOOTHO MTPOXOJISAT
qepes

OTBEPCTHE JUTS KaOeJeH U He MEIIatoT MOHTaXY
TIaHeJH.

HOMGTI)TG yCTaHOBOLIHI)IC OTBepCTI/ISI Bp€3HOFO
kpemienus. [Ipocsepaute 6 oTBepcTHil n
YCTaHOBUTE AFOOEIIS JIsl BUHTOB.

BAKHO! Bo3moocna ycmano8ka 0CHOBAHUSL C
UCNOIb308AHUEM YeMeHMA UL HeaAz2PeCCUBHbLX
KIeSAUUX COCMABos, 0is HMo20 HeoOX00UMO
3aNOJIHUMb 3A30P MeAHCOY OCHOBAHUEM U CIMEHOI.
Tlocne 3acmvisanus cocmasa npucmynums K
YCMAaHOBKe MOHMANCHOU NAACMUHbL KDENJIeHUsL.

ITomecTuTe OCHOBaHME BPE3HOI'0 KPCIIJICHUA B
MMOATOTOBJIICHHOC OTBEPCTHC.

BAKHO! Ybeoumecw, umo Kpas OCHOBaHUS He
8bLCMYNAIOM HAO NOBEPXHOCMIBIO.

AXKYpaTHO ITPOJIOKHUTE BCE KaOEII B OTBEPCTHS
TSt Kabeneil. 3akpenure OCHOBaHUE C IIOMOIIIBIO
BUHTOB U3 Ha0Opa JUIsl KPETUICHHUS.

VYcTaHOBUTE MOHTAXXHYIO IIJIACTUHY BPE3HOTO
KpEIuIeHus U 3apUKCUPYHTE €€ C TTOMOIBIO
BUHTOB M3 HabOpa JAJisi KpETIeHUs.
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[Tocne moakIOYEHUs MPOBOJOB K MaHEIH
HEOOXOIMMO IMTOMECTUTh €€ B MOHTAKHBIE Ma3khl,
YTOOBI BEPXHUE BBICTYIIBI KPEIIJICHUS BOLUTU 11O/
KPETEe)XHYIO IJTACTUHY MTaHEIIH.

3aKpenuTh HU3 aHEeIH [IECTUTPAHHBIM KIIFOUOM
C TIOMOIIIbIO BUHTOB.

HaxkiaagHoi MoHTAaX

BripexxbTe 0TBEpCcTHE B MOHTUPYEMOM
MTOBEPXHOCTH.

BAJKHOQ! Pexomenodyemvie pazmepwi
omeepcmus J[xBxI'=80*60*50mm.

BAKHO! Bosmoorcna YyCmaHosKka
scmpausaemoul monmascnou kopooku 80x80 ons
bonee y0oOHO20 pasmeweHuss nposooos, OJis
9M020 HeoOXO00UMO YEeIUdUmb pamep 8Pe3H020
omeepcmus.

70

90

12

130

80

[IpousBeaure pa3MeTKy KpEHexKHbIX OTBEPCTHI
HaKJIaJIHOTO KPEIJICHUS.
[IpocBepauTe OTBEPCTUS U YCTAHOBUTE JIF00ETIS.

3akpenuTe HAKJIAIHOE KPEIJICHHE C ITOMOIIBIO
BUHTOB U3 Habopa /Uil KPEIUICHHUS.

10
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ITocne IIOJKIOYCHU S ITPOBOJIOB K ITaHCIIN
HCOGXOI[I/IMO INOMECTHUTB €€ B MOHTAXKHBIC I1a35bI,
9TOOBI BCPXHHUEC BBICTYIIBI KPCIIJICHUA BOIIJIN 110/
KPCIICIKHYIO IIJIACTUHY ITaHCIN.

3aerHI/ITI) HH3 ITaHEJIN IIECTUTPAHHBIM KJIFOYOM
C IIOMOIIBIO BUHTOB.

IMoakaouenue maHeJaun

VYcranosure YILUIOTHUTECJIBHOC KOJIBIIO B I1a3 Ha
MaHCIn.

[Ipomoxkure Kabemn depe3 KPHIMIKY OJI0Ka
KOMMYTAIIUU U TTPOU3BEIUTE UX MOJAKIIOYCHUE B
COOTBETCTBUM C PACIIMHOBKOM Ha ITAHEIIH.
[TompoOHBI anrOpUTM MOJKIIOUEHUS OIMKCAH B
1m.2.4 JaHHOrO0 PyKOBOJACTBA.

YCTaHOBHTH YIUIOTHHUTENb KaOels U 3aKpElHTh
€ro MPUXUMHOM TUIAHKOHW C TOMOIIBIO ABYX
BHHTOB.

BAKHO! Jluamemp oicun  nooknodaemuvlx
Kabenetl He 00HCHO npesviuams 0,4mm.

3adukcupyiiTe KpBIIIKY OJ0Ka KOMMYTAIlUH C —
MOMOIIBI0 BHHTOB M3 HabOpa JJisi KperyieHus u ¥ e |
YCTaHOBHTE IaHENb B KPEIUJICHUE.

L]
3
e o S o e e e e e

11
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2.4. TlogkiroyeHue maHeaIn
24.1. TlonxroueHre muTaHuA
B manenu npeaycMOoTpeHbl CASAYIONINE BAPUAHTHI TUTAHU:

e mnutanue nmo cranaapry |EEE 802.3af (PoE). Jlns opranusanuu nutanus naHenu no POE
HEO00X0MMO PYKOBOJICTBOBATHCS CXEMOM MPEICTaBICHHON HA PUCYHKE 4.

oo
oo
oo
oo
oo
oo
oo
oo

HH\PoyTep\CBHTq

BEENEE
HEEEH
CEEEE

Bnok

MATAHMA j @I -[E .

220V
Ethernet kabenb

BT .ee

POE vHKeKTOP

Pucynox 4 — Cxema opranu3aiuy NuTaHus naHesnu no cranaapty PoE.
PoE uHxekTop BeIOMpaeTcs ¢ y4eToM MoTpedsieMoi MOIIHOCTH MaHeu He 6osee 12Br.

e nmnpsimoe nutanue 12B. Jlnsg opraHusanuu mMUTaHWS TMaHEIWM HANPSAMYI0 OT OJOKa MHUTaHWS,
HE00X0MMO PYKOBOJICTBOBATHCSI CXEMOM MPEICTABICHHON Ha PUCYHKE 5.

Mutanne 12B

GND GND
2V 2V
GND NO1
wG_D1 Com1
WG Do NC1
GND NO2
DOORC COM2
GND NC2
DOORE Ethernet (POE) L
GND COM3
DOORA NC3
GND X
RS485B) 12V_out
RS485A GNO_oUT

Pl/IcyHOK 5 — Cxema OpraHu3aluu MUTAaHWUA TaHCIIU IPU TPAMOM MOAKITHOUCHUH.

MormHocTs 0O0Ka THTaHUS BBIOMPACTCS C YYETOM IMOTPEOIsIeMOil MONIHOCTH TaHEIH M HUX
konmuectsa. [Ipu pacuere 00s3aTeNIbHO YYUTHIBAIOTCS IIOTEPH MOIIHOCTH Ha Kabee.
JmameTp MOAKIIOUAaEMBIX KHJI TOJDKEH ObITh He Oonee 0,4 MM.

24.2. [Tonkmrouenue Ethernet
Jlns1 oGecrieueHus pabOTOCIIOCOOHOCTH IMTAHEH HE0OXO0IMMO MTOCTOSTHHOE HATMYHE TTOIKTFOUCHUS

K cepepy. IlogkmoueHne MoKeT OCyIIECTBISATHCS HANPSAMYIO, €CIIM UCIIONb3YeTCsl JIOKAIbHBINA CEpBEp,
12
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WJTK Yepe3 UHTEPHET €CJIM UCTIOIb3YyeTCs YaleHHbIN cepep. CKOPOCTh JTIOKATbHON CETH U CETH UHTEPHET
IokHA ObITh He MeHee 10 Mowurt\c.

[MoakaroueHue ocyiecTBisercs yepe3 mopT RJ-45 ¢ momompio kabens Ethernet. Bo3aMosxHBI
J00bIe CXeMbI TTOJAKITFOYEHHUS C MCIIOJIb30BaHUEM poyTepa, KommyTtaTopa (cButua), [1K.

[ToximroueHne TODKHO 00eCTIeYnBaThCs 0€3 JOMOJIHUTEIILHOW aBTOpHU3aINH ITaHEH.

st moaxIroYeHusl He0OXOJMMO BBITIOJTHUTH CETEeBbIE HACTPONKH IMaHeNu coraacHo m.3.1 JaHHoro
PYKOBOJICTBA.

[MapameTpbl kabemns U €ro TeXHUYECKHE XapaKTePUCTUKH JOJDKHBI 00ecIeunBaTh HEOOX0IUMYIO
CKOPOCTb COEJIMHEHHS U KQa4eCTBO CBSI3H.

2.4.3. [Tonkmrouenue cynTHIBaTEIIEH
Ha manHenu mpemycTaHOBICH CUMThIBaTelb RF-Kirodeil, HO Takike BO3MOXKHO ITOAKIIOUYCHUC

JOTTOJTHMTENILHBIX CYUTHIBATENIEH, COOTBETCTBYIOMMX HHTEpPeiicy Wiegand 26\34.
CxeMa MOJIKITIOYCHUS CYUTHIBATEIICH TIPEICTaBIICHA HA PUCYHKE 0.

Mutanune 12B
GND
2v
GND
) 12V
Buixog Wiegand | GND NOT
GND WG 07 CoM1
wa_ 01 -—I WG D0 NCT
wi_00 4—— GNO NO2
DOORC CoM2
GND NC2
fooRg Ethernet (POE) Ll
GND coM3
DOORA NC3
GND X
RS4B58 12v_ouT
RS4LE5A GND_OUT|

Pucynok 6 — Cxema noJIKJIF0UeHHUs CUUThIBaTEIeH

Hacrpoiika mapamerpoB Wiegand u RF-kiroueit mpousBomuThesi cornacHo 1. 3.3.4 mgaHHOTO
PYKOBOJICTBA.

244, TlonxnroueHne 3aMKOB

B nanenu ycTaHOBIEHBI TPH pelie, KOTOpbIe paboTaroT B IBYX peXHMax “‘HOPMaJbHO OTKPHITOE” U
“HOpPMaJIbHO 3aKPBITOE” COCTOSIHUE TPU OTKIFOYEHUH TUTAHUS.

“HopMmanbHO OTKPBITOE” COCTOSTHUE MTPOU3BOIUT OTKPBITHE 3aMKa IIPU OTCYTCTBUM HAIIPSKEHUSI
MUATaHUS TTAaHEJH.

“HopMmaibHO 3aKpbITOE” COCTOSIHUE yIEP)KUBAET 3aMOK B 3aKPBITOM COCTOSTHUU NPU OTCYTCTBUH
HaMpsHKSHUS TUTaHUS TaHEeTH.

[Manens moIepKUBacT MOAKIIOUCHUE TPEX IBEpeii\BX00B. YIpaBIeHWE U HACTPOWKA KaXI0ro
pere mpou3BOAUTHCS OTAENBHO. [lopoOHO onucaHo B 1. 3.3.6 TaHHOTO PYKOBOJICTBA.

Cxema MOoJKJIFOYEHHS 3aMKOB JIBEpEil IPEJCTaBlIeHa HA PUCYHKE 7.

13
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Mutanne 12B

GND
22v

GND
oV YHpaBneHMe ABEPbMU
GND NOT o

WG D1 COMI |[Faar ]
WG_00 NCT =
GND NOZ G

DOORC oMz .

GND NCZ

DOORB NO3

TND Ethernet (POE) o3 + _
DOORA NC3

GND X
R54858 72007 2
RS485A GNO_0UT)|

*uooenv ouooa YKAsaHna 6 kavecmee pekomedeeMoﬁ. Bozmooicno ucnonvzosanue ananoz2os c

napamempamu He meHee.
—  MaxcumanivbHoe nocmosiiHoe oopamuoe nanpsicernue — 10008B;

—  MAKCUMAbHbIU (CpedHUll) NPAMOU MOK HA 0uo0 — 34,

— MakcumanivHoe npamoe Hanpsxcenue — 1,78 npu 3A4.
Pucynok 7 — Cxema MOJIKITIOYSHUS 3aMKa B HOPMAJIBHO OTKPBITOM COCTOSTHUT

JI71s1 MOAKITFOYEHU S IBEPH B PEXKMME HOPMAJIBHO 3aKPBITOE MOJI0KEHUE, HEOOX0IUMO MPOU3BECTH
nojakiroueHue K kiieMme NC corjacHO pacCliMHOBKE Ha MaHEeIIH.

2.4.5. TlonknroueHnne KHOMOK «BEIXOD»
[Tarens mogaepkUBaeT MOAKIIOYCHHE 0 TPEX KHOIMOK «BBhIXom.

HacTtpoiika pexxrma paGoThl KHOTIOK TPOU3BOAUTHCS COTIACHO M. 3.3.7 MTaHHOTO PyKOBOJICTBA.
CxeMa MoJKIII0OYeHUS TPEICTABICHA HA PUCYHKE 8.

Mutanune 12B
GND
2v
LN Ynpasnexve asepbmu
oV p Asepi
GND NOT [e)
WG D7 oM 3amok ]
o WG_DO NCT
GND NO2 m
DOORC cORE HER308"*
KHOMKa OTKpLITUSA ABEPU GND NC2
DOORE Ethernet (POE) jea
. GND COM3 + —
DOORA NC3
GND X
RS485B 12v_out ol
RS485A GND_0UT)

*uoodenv ouoda ykazaua 6 kauecmeae pekomenoyemou. Bozmoocno ucnonvzosanue ananozos c
napamempamu He menee:

- Makcumanvroe nocmosinnoe oopammuoe nanpsixcenue - 1000B

- Maxcumanvhwiii (cpednuit) npsamoii mox na ouoo - 34

- Makcumanvroe npsamoe nanpsidxcenue - 1,78 npu 34
Pucynok 8 — Cxema nojkiiroueHust KHOnku “Beixoxa”
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2.4.6. [MonkrroueHre aHAIOTOBBIX TTAHEICH/TPYOOK

B kauecTBe aODOHEHTCKUX YCTPOWCTB MOTYT UCIIOJIBb30BaThes nanenu ynpasieHuss RCP-03\01 u
aHaJIOrOBbIE TPYOKH.

AHaznoroble TpyOKH MOAKIIOYAIOTCS Yepe3 MpeoOpa3oBaTeib aHaJIOrOBOTO0 CUTHAA.

[logpoOHast MHCTPYKIMS MO MOAKIIOYEHHIO U HACTPOMKE INpuBEAEHAa B PYKOBOJCTBE IO
skcruryaranuu [TAC.

Jlnst KBapTHP\HOMEPOB ¢ KOTOPBIMU IPOHMCXOAUT CBSI3b Yepe3 aHaJOroBbIe TPYOKH HEO0OXOIMMO
yKa3aTh 3HaueHHe HoMmepa B rpade Analog Replace tabmuisl YnpaBjieHusi MpaBUJIAMHU, TOPOOHO
OMMUCaHo B 11.3.3.22 1aHHOTO PYKOBO/CTBA.

24.7. Ioaxrouenue naneneit ynpasienus RCP-01/03

B xauecTBe OCHOBHOIO a0OHEHTCKOI'O YCTPOMCTBA UCITONIB3yeTCs manenas yupasinenus RCP-03\01.
[lanenp yripaBieHus O3BOJISIET MPUHUMATH AYIUO U BUIE0 BBI30BbI, OCYLIECTBIATh OTKPBITHE JOCTYITHBIX
JUTst aDOHEHTAa BXOJI0B, TPOCMATPUBATh YBEIOMJICHUS U IOMOJHUTEIBHYIO HH(OPMAIIUIO.

BzaumopeiictBue RCP-03\01 ¢ maHenbro OCYIIECTBISETCS uepe3 JIOKAIbHBIA WM OOJauyHBINA
cepBep. HacTpoiika ydeTHBIX 3amuceil U IpaB IMOJb30BaTEICH, a TaKKe JOMOJHUTEIbHbIE HACTPOUKHU
oToOpaxkaeMoil HH(OPMAITNU OCYIIECTBIISETCS Ha CEpBEpE.

[locne BHeceHus Bcex HACTPOEK, HEOOXOAMMO 3arpy3uTh KOH(UTypalHUi0 Ha TMaHelb B
ABTOMATUYECKOM UM PYYHOM PEXKUME.

3arpy3ka KoH(}HUTypaIuy Ha maHesb omrcana B 1.3.3.28 1aHHOTO PYKOBOJICTBA.

2.5.  DKcruryaTamnus maHeaIu

BAKHO! Ilanenv pabomaem moavKo npu NOCMOAHHOM NOOKIIOYEHUU K UHMEPHemY UlU 10KAIbHOU
cemu cepgepa, a maxdice akmusuposannom SIP axkxkaynme.

2.5.1. IlepBuuHbIE HACTPONKH TAHEIN

[Tepen HavamoM 3KCILTyaTaIllUK TAHETH HEOOXOMMO ITPOU3BECTH CICAYIOIINE HACTPOUKH
® CeTeBble HACTPOWKHM IS TOJKIIOYCHHS maHenn depe3 Web-uHtepdeiic. CeTeBble HACTPOMKH
MPOU3BOJIATCS uepe3 mHTepdeiic agMuHUCTpaTopa MaHenu MoApoOHO ommcaHo B 1.3.1. maHHOTO
PYKOBOJICTBA;
e aktuBanus SIP akkayHnrta nanenu. Hacrpoiika u aktuanus SIP akkayHTa mpou3BoauThes uepe3 Web -
nHTEepderc naHenu, moapoOHo onmucaHo B 1.3.3.15 1aHHOTO PYKOBOJICTBA;
® OCHOBHBIC U PaCIIMPEHHBIC HACTPONKH MaHenu corntacHo 11 3.3.3 u 1m1.3.3.4 maHHOrO pyKOBOJICTBA
co3/aHue mana KkBaptup\HoMepoB a00HeHTOB. [ToapoOHO omucano B 11.3.3.22 JaHHOTO PYKOBOJCTBA;
co3nanue cnucka RF-xmroueit g orkpsitus asepeidl. IlonpoOGHo ommcano B m.3.3.12 paHHOTrO
PYKOBOJICTBA;
co3nanue cnucka muuHbIX PIN-kom0B. [logpo6Ho omucano B 11.3.3.13 maHHOTO PyKOBOJICTBA
HaCTPOMKH 3ByKa MaHEeH, MOAPOOHO onucaHo B 1. 3.3.21 JaHHOro PyKOBOJICTBA
HACTPOMKM AaThl/A3bIKa TTAHEIN, ONTKCaHbI B 11.3.3.19 maHHOTO PYKOBOACTBA
JOTIOTHUTENIbHBIE HACTPOUKH B 3aBUCHMOCTH OT TPeOOBaHU M MPOCKTA.

BAKHO! [locne évinonnenus 6cex HaCmpoekK, peKoMeHoyemcs npou3eecmu pe3epeHoe
Konupogawue (8viepysKy) KoHueypayuu nareau 0is 0aivHeliue2o Oblcmpo2o 80CCMAHOBIEHUE
cucmembi.

2.5.2. Br3oB aboHeHTa

Jns1 BEI30Ba a00OHEHTa, HEOOXOAMMO Ha KJIaBUaType HaOpaTh HOMep a0OHEHTa/KBAPTUPHI U HAXKATh
l{.)
kHonky “BbI30OB” Ha KJ1aBHarype nasenu. Ecnu Homep Obl1 HaOpaH He BEPHO WM OIIMOOYHO, JUIs
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OTMEHBI/cOpoca HeoOXxoauMo HaxaTh kHonky “OTMEHA”

HeoOxoauMo Haxatb kHotky “/IUCITIETYUEP”

&

rubetek

. J7s1 BBI30Ba KOHCBEpKa/AucIeTyepa

@BA)KHO! s gpopmuposanus evizosa abonenma u oucnemuepa HeoOXO00UMO NpPOU3BeCmu

HacmpouKu namenu co2iacho n.3.3 0aHHo20 pyko8oocmaa.

2.5.3. OtkpsITHE ABEpU

OT1kpbiTHE ¢ MoMOLIbLIO PIN-koaa. [Tonb30BaTens MoxkeT HaOpaTh MyOnuYHbIN 8-3HauHbId PIN-
koxa #PIN-kon#, mo ymomuanuio PIN-kox 33333333. On MoxkeT ObITh U3MEHEH B ITOJIb30BaTEIbCKOM MU
Web wuntepdeiice manenu. Takxke IONb30BaTeIb MOXKET BOCIHOJIB30BaThCs JUYHBIM PIN-komom
YCTaHOBJICHHBIM B IT0JIb30BaTeIbCKOM i Web unTepdetice manenu. [ 3Toro Heo6xoaumo HaOpaTh Ha
kiaBuarype #PIN-kon#. Ecim PIN-kon ObUT BBEJCH HENPABIJIBHO, Ha JUCIUICE IMAHEIHW OTOOpaXKaeTcs
coobmmenue “/Jocmyn sanpewern”. B ciydae ycmemHoro BBoja PIN-koma, Ha aucriee MOSBUTHCS

coobmierue “JIBeps OTKphITA”.

OtkpbiTHe ¢ moMolibI0 RF-kapThl. [t oTKpBITHS ABepH ¢ ToMombio RF-kapTel HeoOxoaumo,
MOHECTH 3aPETUCTPUPOBAHHYIO KAPTY K CYUUTHIBATEIIIO ITaHEH. B cilydyae yCIemHoro CunThIBaHUS KapThl,
JIBepb OyAEeT OTKPHITA M Ha AUCILIEE 0TOOpa3uThes coodmeHue “/Jeeps omxpvima”. Ecnu xapta He OblUTa
3aperuCTPUPOBaHA WIIM TMPOM3O0INDIA OIMKMOKA CUMUTHIBAHWS, HA JHUCIUICEe MaHENd OyneT OTOOpa)keHO

coobmmenue “/Jocmyn 3anpewen”.

3. Hacrpoiika naneau

3.1.  HHrepdeiic anmMuHUCTpaTOpa MaHEIH

WuTepdeiic amMuHHCTpaTOpa MPEAOCTaBIsIeT psan (QYHKIUN, BKIOYAIONMA TOTydYeHUe
nH(OpPMAIUH O CHCTEME, HACTPOHKY ITapaMeTpOB aIMUHUCTPATOPA H TTaPaAMETPBI CUCTEMBI.

Nudopmanms o cucreme

Haxxmute *2396 # Ha ki1aBuaType MmaHeH,
YTOObI BOMTH B MHTEp(eic aAMUHUCTPATOPA.
Haxxmute Ha knaBuarype uudpy “1”

Ha sxpane 0ToOpa3saTcs CBeIeHUS O CUCTEME:!
e [P aapec
e MAC ampec ycTpoiicTBa
e Bepcus npommBku (Fimware)

Hacrpoiika ceTeBoro noakIroyeHus

Haxxmute #2396 # Ha ki1aBuaType maHelnu,
9TOOBI BOWTH B MHTEpQEC aIMUHUCTpATOPA.
Haxxmute Ha knaBuarype uudpy “2”
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Haxxmute Ha knaBuarype uudpy “17

Bei6epute I yctanosku IP agpeca.

[Tpu BeIOOpE cTatmueckoro [P aapeca,
HEO00XO0MMO BPYUHYIO YKa3aTh:

e [P anpec

e Macky noacetu

o (OCHOBHOII IIITIO3

BAKHO! Iloomsepoicoenue 6600a

¢

8bINOJIHACMCS KHONKOU ‘661308~

Touka ycmanaeaueaencs KHONKOU

ITocne ycnenHoi ycTaHOBKM HACTPOEK, Ha

JKpaHe 0TOOPa3UuTHCS COOOIICHHE.

BoccranoBiieHre HaCTPOSK MO yMOTYAHHIO

Haxxmute *2396 # Ha knaBuaType maHenu,
9TOOBI BOWTH B HHTEp(EiC aIMUHUCTpaATOpA.

Haxxmute Ha knaBuarype uudpy “2”

Haxxmute Ha knaBuarype uudpy “2”

BBoauM napons aaMUHHCTpaTOpa WK
akTuBupyem onepanuio RF kaproii.

[ocne cOpoca HACTPOEK MaHENb
nepe3arpy3urcs.

17
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3.2.  Tlomp3oBarenbCKuii HHTEPPEIC MaHeTH

[Tonp3oBaTeabcKkuii HHTEpGEHC BKIOYAaeT B ceOs pemakTupoBaHue odmeaoctynuoro PIN-koma

(Public Pin Modif), noGaBnenue xapt nonb3oBateneil u nepcoHanbsHoro PIN-kona (Add Private Pin).

®BA)KH 0! Jlocmyn Kk smum ¢hyHKyusmM Mo2ym noayuums moivko dOMUHUCTPAMOPYI.

N3menenue obmiero PIN-koa ast OTKpBITHS JBEpU

Haxxmure *3888 # Ha ki1aBuaType maHenu,
9TOOBI BOWTH B MHTEpQEC aIMUHUCTpATOPA.
HaxwmuTte Ha kiaBuarype nudpy “17

BBoauM napons aaMuHUCTpaTOpa WA
akTuBupyem onepanuio RF kapToii.

VYcranasausaem HOBbIH 00w PIN kox. [To
ymodanuto kox 33333333.

BAKHQO! Pin ko0 dondicen cooepoicams 8
CUMBOTLO8.

[Tocne ycriemHoi ycTaHOBKH HACTPOEK, Ha
9KpaHe 0TOOpa3UThCs COOOIIEHHE.

Ho6asnenue nmuyHoro PIN-koza 1i1st OTKpBITUS JBEPH

Haxxmure *3888 # Ha ki1aBuaType maHenu,
9TOOBI BOWTH B HHTEp(Ec aIMUHUCTPATOPA.
HaxmuTte Ha kmaBuatype mudpy “3”

BBoaum naposis agMuHUCTpaTOpa Ui
akTuBUpyeMm onepauuio RF kaproii.

VYcranasmuBaeM nnuHbd PIN ko,

BAKHO! Pin ko0 oondcen cooepaicams 4
cumMeoa.

[Tocne ycrnenHoi yCTaHOBKH HACTPOECK, Ha
9KpaHe 0TOOpa3uThCs CooOIIeHNE.

BAKHO! Ilanenv moocem xpanums 6 namsimu
ne oonee 1000 auunvix PIN k000s.

JloGaBneHue KapThl MOIH30BATEIS

18
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Haxxmute *3888 # Ha ki1aBuaType maHeu,
4TOOBI BOWTH B HHTEpdEic afMUHUCTpaTOpa.
Haxxmute Ha kitaBuarype nudpy “2”

Haxxmute Ha knaBuatype nudpy “17 as
N00aBICHUSI KapThI.

Haxxmute Ha kimaBuatype nudpy “2” mis
yIaneHus KapThlL.

BBoaum naposb agMuHUCTpaTOpa Ui
akTuBupyem onepauuio RF kaproii.

[Togrocum RF kapTy K cunThIBaTENIO HA
IaHele.

[Tpu ycnenmHoMm 100aBIeHIN HOBOM KapThl HA
JUCIIIIee 0TOOPa3UTHCS COOOIICHHE.

BAKHO! Ilanens modscem xpanums 6 namsmu
He 6onee 2000 xknioueil.

3.3.  Web-untepdeiic

Web-untepdeiic BkmoyaeT B cebsd (YHKIMH aIMHHHCTPATOPCKOTO W  TOJH30BATEIBCKOTO
nHTepdeiica, a TakKe MO3BOJSIET MPOU3BOAUTH OOHOBIICHHE IMTPOTPAMMHOTO 00ECIICYCHHUS.

3.3.1. Bxox
Hna Bxoga B Web-unrepdeiic He00X0AMMO MPOU3BECTH HACTPOHKY CETEBOrO MOJKIIOYCHUS
COIJIACHO MMyHKTAa 2.4 TaHHOTO PyKOBOJCTBA.
B Opay3epe B anpecHOi cTpoke BBOIMM ycTaHOBiIeHHBIH [P anpec manenu. IP agpec mMoxHO
MIOCMOTPETH HA MAaHEH B MHTepdelice aqMuHNCTpaTopa - MHpOpManus o cucreme.
NS/

4 @ http://192168.1.10 - || Mowc... P~ | i e

B oTkpbIBIIEMCS OKHE BBOJMM JIOTHH M TAPOJIb [T BXo/1a B Web-uHTepdeiic n HaKnMaeM KHOTIKY
“Asropuzanus’.Ilo ymonuanuto:

Jlornn: admin

ITapoJs: admin

| =
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3.3.2.

CTPaHUua 3BTOPU3aLMM

Jlorun [admin| J
Maponb ~ |ssseese
¥/ 3anoMHKTL MMa nons3osaTens/Mapons

Crartyc. OCHOBHBIE JJAaHHBIC

rubetek

Bxmanka cogepxut nndopmaruio o0 ycTpoiicTBe, mapaMeTphl CETH, a TakKe JaHHbIe SIP
akkayHTOB. [IpencTaBieHHble JaHHBIE HOCAT UH(POPMALIMOHHBINA XapaKTep U HE MOTYT OBITh
OTPEAAKTUPOBAHbI HA TAHHOM BKJIAJIKE. J[J151 MX U3MEHEHUS HYKHO MEPEUTH B COOTBETCTBYIOLIUE
pasznensl Web-unrtepdeiica.

Beixon

Mpumeuanue:
MaKcuMansHas KonuuecTso
CMMBONOB ANA Noneii Beoja:
255 - g appeca
WMPOKOBEWATENSHOMO Cepaepa

Bpems paboTsl 16:31:31

Wudopmauusn o6 ycrpoiictse

Mogene RV-3438 -

3APECHOI KHUT
MAC-agpec 0C:11:05:0A:53:E9 127 - ana URL yRanexrod
Bepcua MO 227.124.3.32 o

aapecHoit KHuri u URL cepsepa
Bepcua 060pynosaHmsa 227.0

pyu4HOro 0BHOBNEHUA
KoHurypauyn

Wndopmaums o cetn 63 - WA OCTankHBIX ol 88043

PexuM 710KansHOM ceth Cratnyeckui IP Mpepynpexaenne:

Cratyc i cetn !
1P-anpec nokankHoi ceti 192.168.1.10 Onucauue nons:
Macka nogcetv 255.255.255.0
LWinkoz noKankHoii cetn 192.168.1.1
DNS 1 8.8.8.8
DNS 2

Wudopmaumsa o6 yuetHol 3anucu
AxKayHT 1 None@None

He 3apervcTpuposato

ARKYHT 2 None@None

He 3aperucTpuposaHo

Pasznen Onucanue

Bpems paboTsr

OrobpaxaeT HHGOPMAITUIO O BPEMEHHU pabOThI C
MOMEHTA IMOCJICTHET0 BKIIOYCHHUS TTaHeIn

HNudopmarus 06 ycrpoiicTse

Conepxut uHpopmaruio o moaenu, MAC-aapece,
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Bepcuu 10 (mpommBke) 1 Bepcuu 000pyA0BaHHS
(ammapaTHas pa3paboTKa)

WNudpopmanus o cetn

Orob6pakaeTcs HHGOPMAIIHUSI O THUIIE CETEBOTO
noakroueHus, Tunbl: dhep/static/PPPoE;
Craryc coequnenus, IP-aapec, Macka rojiceTy,
OCHOBHOW IUTIO3 MOJKJIKOYEHHUS, IEPBUYHBIN U
BTOPHYHBIN dns.

HNudopmarnus 06 yueTHOM 3anucu

OroOpaxaercs napopmaius o SIP akkayHTax u
CTaTyCe UX HUCITOJIb30BaHUS (JIOTHH aKKayHTa, aJipec
cepBepa PerucTpaIiy, pe3yabTaT peruCcTpaluy Ha
cepsepe).
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3.3.3. Jomodon. OCHOBHBIE HACTPOUKH

Mpumeyanme:

MaKkcHMansHas Konu4ecTeo

cHMBonoR AnA nonei BsoAat

255 - ana aapeca

E} (Homep ot 3 a0 8 undp) wum:eumenm cepeepa
aapecwoit Kumn

PeneA ) PeneB ) PeneC ¥ 127 - ans URL yaaneskod
aapecwolt kuurv 1 URL cepespa

(Homep o1 3 a0 8 umdp) PysHoro obkosnenms
KoHDUTypaw
63 - AN ocTankHLX nonel B80A3

PeneA || PensB | PeneC |/

(Howmep ot 3 a0 8 undp)

MaeHTUOHKATOP  poen ) pened O penec O
pene3

Mpepynpexgenye:

Onucaunue nons:

Aeiictene npn
v

:u:v'rmuu | Otkniouero ¥ | 5 n e

[ ok || ommena

Kop apMuumucTpaTopa

o) 2396 (4-3maunsii HoMep)
ammcrpaTopa

OtobpakeHne Homepa

e w——
Homepa L e T

06uyne napameTpbl

orpakitsenne esoaz aucka | Mo yMonuaHuio ¥ |

aaMUHMCTPaTOp Habpan Homep

| Kmswwa  Howep

o o —

waBpan Homep

o —

wabpan Homep2

agmmmmcrpatop [

Habpan Homep3

o I—

naBpan Homepd

| Kmswwa  Howep

BuicTpsiii Beiz08

o I—
2

s —
3

e —
:

YBefioMnieHue 0 Bbi30BE

YeeaomnTs no FTP (0 Email O Hitp ()

Http URL: |

Bbi20B KBapTUPbI

| [AeT0 ¥ | | Mozssowurs | | Mpepeare

Bbi20Ba

MakcumansHas

i —

BeI2083

MakcuManbHoe Bpems Habopa Homepa
ok A 60 (30~1205zc)
exonswero
Bpeis A 60 (30~1205ec)
wexoasuiero

LCD Heat Control

Heat Switch [Brmouero ¥ |
Heat Threshold o | (-100~100C)

Temnepatypa

rubetek
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Pa3nen

Onucanmne

AIMUHHCTPATOPCKUI KOJT

[To3BomnsgeT yctaHoBUTH Tpu PIN-K01b1I
aJMUHHCTPATOPA 10 KOTOPBIM Oy IeT
MIPOMCXOTUTH OTKPBITUE OJTHON WU
HECKOJIBKHUX JIBEpEil OTHOBpEMEHHO. JlaHHbIE
PIN-k0J1bI MOTYT OBITH UCITOJIb30BaHbBI
00CITy>KMBAIOIIUMH KOMIAHHUSIMU IS
OBICTPOrO JIOCTYIa B IIOMEIICHHE.

Kon agmunmnctparopa

[To3BoJIIET YCTAaHOBUTH KOJT 3 IMUHUCTPATOPA,
KOTOPBIN Oy/IeT UCITOIB30BaThCS ISl BXOJIa B
uHTepdeiic aAMUHUCTpaTOpa HA TTAHEIH, 1
MOATBEPIKICHUS ISUCTBUIN B
MOJIb30BaTEILCKOM HHTEpderice.

BAKHO! Ilocne ycmanosku nanenu u ee
HACMPOUKU, PEKOMEHOYEMC sl NPOU3EeCmu
VCMAHOBKY HO8020 KOOA AOMUHUCMPAMOpPa OJisl
obecneueHus uHpopmayuoHHol 6e30nacHocmu
U 3auumsl naLenu om 310Mda.

OtobpakeHue Homepa

Ora (hyHKIHS CKPBIBAET WM OTOOpaXKaeT
HOMED, KOTJIa BbI IOJIb3yeTeCh MaHenbio. Eciu
BbI OTKJIIOUMTE OTOOpaKEHHE, TO OyIEeT
oToOpaxkaTh «*» mpu Habope.

Oo0uwe napameTpbl

[To3BoOJIsICT YCTAaHOBUTH OTPAaHUUYCHUS HA JTTUHY
HaOHMpaeMoro HoMepa abOHEHTA.

AnmuHHCTpaTOp Habpaa HoMep

OTa QyHKIHS UCTIOIB3YETCs AJIs Habopa 10
YeThIpEX HOMEPOB 0JIHOBpeMeHHO. Haxkmure

kHonky “IVUCIIETYEP” & Ui Habopa
YCTaHOBJIEHHBIX HOMEPOB M HX BbI30Ba.

BrICTpBI BHI30B

Ota GyHKIHS HCTIONB3YETCs I Habopa 110

YEThIPEX HOMEPOB OJTHOBpeMeHHO. Haxxmure
(13 2 u/J

kHonky “BbI3OB JUTst Habopa

YCTaHOBJICHHBIX HOMEPOB U MX BbI30Ba.

VYBenoMiieHHE O BBI30OBE

OTta (YHKIHS TO3BOJISET OTIIPABIATH
yBegomieHue. Korja monb30BaTeinb COBEPIIACT
3BOHOK, CUCTEMa BBITOJIHUAT 3aXBaT
M300pakeHUS M €T0 OTIIPABKY.
[Mognepxusaercs tpu tumna: FTP, Email,
HTTP. Jns ycranoBku FTP u Email B
uaTepdeiice JlomodoH.Y BeoMIIeHUA.
IPOU3BENTE HEOOXOqMMBbIE HaCTPOHKH. [1pn
BeI0Ope pexkuma HTTP, Beequre URL B
dopmare: http://adpec IP cepsepa (mpumep:
http://192.168.35.48/).

Bb130B KBapTHPHI

HabGop unm oTBeT Ha 3BOHKH Yepe3 BeO-calT
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MakcumanbHas JJIIMTCIBbHOCTD BhI30Ba

YcTanaBnuBaeT JUIMTEIbHOCTh PA3roBopa
10CJIe OTBETA/MIOAHATHUS TPYOKH B MUHYTAX.
WuTepsan 3HaueHuit ot 2 10 30 MUHYT.

[To ymonyaHuto 3HaYeHHE - 5.

MaxkcuMaiabpHOE BpeMsi Habopa Homepa

[To3BoJIsIeT yCTaHABIMBATH BpeMsI Ha Ha0Op
HOMepa JI0 OTBeTa/TOAHATHS TPpYyOKH. 1o
MCTEUYCHUIO TOTO BPEMEHH, €CJTH OTBET HE
MTOCJIEI0BaJI, BBI30B OyIEeT COpOIIICH.
Wurtepsan 3nauennii ot 30 1o 120 cexyna. [1o
yMondanuio 60 CeKyH/I.

LCD Heat Control

KoHTposib TemMnepaTypbl AUCIIICS TTAHEIIH.

3.3.4.

JloModoH. PacimpeHHble HACTpOHKH

Yposews

Hacrpoiika 3xonogasneHna

[s00

TMpumeyanue:
‘ MakcHManeHas Konu4ecTeo

Now:

BKAIOHHTE

CraTyc noaknioHeHns

CBeTOUYBCHTENbHOCTD

Hacrpoiiku caeTouyecTauTe RBHOCTI

YBsefjoMneHue 0 B310Me

[Omxmovero v |

DisConnected
r

lss0000

["1100]- [ 1300] (0~1800)

[ I[Read]

CHME0NIOB ANA Nonel BE0Aa:

255 - ana agpeca
WHPOKOBEWETENHOTO CapBepa
3ApecHoit Kk

127 - ana URL yaanerkoit
aapecwoit kkwne 1 URL cepeepa
PysHOro obHoznekms
KoHUrypaLm

83 - ans ocTaneKeX Noneit B80A3

Yeezonnenme o sanome Omxnouro ¥ | Mpepynpexaenne:
Mopor AaTHuKa rpasHTaLMH 132 | (o~127) R
Coobulenne Ha gucnnee BMFEWEWE"“
| ok || ormena |
CraTyc yueTHoit zanucH | Omknrosero ¥ |
Orofipaxesue coobuenma Orknosero ¥ |
Coousenne wa ancnnee [npweer \
Wiegand
Tun Wiegand | viegand-26 ¥ |
Pexam Wiegand [Bxoms ¥
RFID
RFid ancnnen [&HN v
IVARD ancnnen [8HN v
WIEGND ancnnes [8AN_ 0
cpabatbiBaHue gencTeusa
spenn ceepxy cepaua eo (1~3600)

YaaneHHbl OTNAJouHbIH cepeep

(1024~65535)

|_omena |

Pa3nen

Onucanune

Hacrpoiika sxonogasieHus

Kondurypupyembie akyCTUYECKHUI U 3XO
KomreHcatop. Mcrombs3yerces 1yist moiaBIeHus
7X0 BO BpeMs pa3roBopa. 3Ha4eHHUE 10
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rubetek

ymonganwutio - 700. [Ipu noBbIllieHUN 3HAYCHUS
YPOBEHB IXOMO/IABJICHUS CTAHOBUTCS BBIIIIE.

CBGTOLIYBCTBI/ITCJ'II)HOCTI)

Pazpnen copepKuT HaCTPOMKU UHTEHCUBHOCTH
cBeta. [laHenb aBTOMaTHU4ECKU BKIIFOUUT
WH(PAKPACHBII CBETOIMO/ MIPH 3aJaHHBIX
HacTpoiikax. [lonp3oBaTenu MoryT
HacTpauBaTh 3HAYCHUS pabOTH (OTOpPE3UCTOpA
BPYUHYIO.

VYBenomMmieHue o B3JIOMe

[Tpu BKIIIOUEHHOM MTapaMeTpe B cllydae
MOBPEXKICHUS YCTPOUCTBA 3a3ByUUT CUTHAL.
UYem HIKe OpoT cpabaThIBaHUs, TEM OBICTpeEe
YCTPOMCTBO pearupyeT Ha BMEIIATEIbCTRO.

CooO1ienue Ha QUCILIEE

Hacrpoiiku oroOpakeHus nHhopMaum Ha
JIICILIEE: CTATyC aKKayHTa M IPOU3BOJIbHAS
HaJIIUCH.

Wiegand [Tanenp nmpegocTaBisieT paboTy C IByMs
nporokoiamu Wiegand-26 u Wiegand-34.
BribepuTe MpoTOKOI B COOTBETCTBUH C
MOAKITIOYAEMBIM YCTPOMCTBOM

RFID VYcraHoBka oToOpakeHus ko108 RF kiaroueii.

ITo ymonuanuto 3Hauenue - S8HR.

CpabatbiBanue neiCTBUS

YcTaHOBKa BpEMEHH OTIIPABKH COOOIICHUS
(Heartbeat) na SIP cepBep co cTaTycoMm ImaHeIn
Y WHJIUKAIMU HOPMaJIbHOW PaOOTHI.

VY naneHHbli OTIaJ0YHBIN CEPBED

Bo3mokHO ynpaBiieHHE 1 TOAKIIOYCHUE
naHenu yaaneHHo. [Ipu aTom HeoOXouMo
yKazaTb HACTPOMKH yAajeHHoro cepeepa [P
aJpec U mopT.
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3.3.5. Homodon. [Toncerka

i

YnpasneHue noacBeTKon

Mpumeuanne:
| MaKcuMansHas Konmuectso
3KpaHHas noacseTka Otkniouero v | "
CUMBOTIOB ANA NONelt 820Aa:
Bpemsa paboTel (Yace!) ‘ = (0~23) 255 - ana agpeca
WMPOKOBEWATENSHOTO CepBepa
ToacseTka KnasuaTyps! OTKMOYeHO ¥ | .
Bpems paboTl (yace!) J - (0~23) 127 - Allij URL yaaneHHoi
= — anpecHoli Kk v URL cepsepa
MoAacseTKa cuMTLIBaTENS pyuHoro o6HoBNeHNA
Knkoueit kondmrypaLyM

Bpems paboTsl (4acs!) 63 - ANA oCTaNbHLIX Nonevt Bo4a

Mpepynpexaenue:
[ ok ] | omena |
RIS 8 [T Wi Onucanwe nons:

bbicTpoe noaTeepxaeHue
| ok || OtMena

rubetek

Paznien cogepkxuT HaCTPONKH MOJCBETKH JAUCILIES, KJIaBUATyphl U cuuThiBaTens RF kapr.
Bo3morkHa ycTaHOBKa HHTEpBaJla BpeMEHHM Kora Oyaet padorarh moAcBeTka. [Ipu oTKIIOUEHHOM
COCTOSIHUU MOJICBETKA CpadaThIBAET Ha JIBUIKEHUE, HAXKATHUS KJIABUII U IEHCTBUE KAPThl, IPU STOM

MOJICBETKA BKIIOYaeTcst Ha 20 CeKyHI.

3.3.6. Homodon. Pene

DTMF-KoMaHga

o v| [0 v| [o

DTMF-KoMaHas!

Craryc pene

Cratyc

Wms
none3oeaTens

Mapons

N I i M

Pene A: Pene B: Pene C:

y y
OTKpbiTHE pene uepes HTTP

| OTknOYEHO ¥ |

oK | Omvera

Pene
Mpumeuanne:
MaKcuMansHas Konnuectso
Vpewudukatop o = vIBlresc = cuMBonoE Ans noneii seoaa:
pene e 255 - gns anpeca
Tvn pene | Mo ymonuars ¥ | | Mo ymonuaw ¥ | | Mo ymonuawy ¥ | UnpoRosetlia=/i0ro copuopa
3QPeCHOM KHUMK
3agepxKa . I - 127 - ana URL yaaneHHoi
OTKpbITHA [3 vl 3 v |83 %
anpecHoii Kk u URL cepsepa
pene(sec)
pyuHoro obHoBNeHNA
Hactpoiika DTMF | 1uudpa v KOHGUrypaLmm

63 - 018 OCTanbHLIX NoNel 88043
Mpepynpexpaenne:
Onucanwe nons:

BbICTpoe noaTeepXieHne

OK || Omvera
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rubetek

Pa3nen

Onucanmne

Peie

Kondurypanus HacTpoek:

Bru10op peJie: maneas moaepKuUBacT 3 pee.
Tun peJie: Mo yMOT4aHUIO WJIM UHBEPCHBIM.
Ecau BBI moakrogaeTe 3aMOK B OOBITHBIN
KOHHEKTOP, UCIIOJB3YHTE PEKUM IO
yMOJI4YaHMI0. B MHOM citydae ucnosb3yire
00paTHBIN PEKUM.

3anep:kka Pese (B cekynaax): OcrapiseT
3aMOK OTKPBITBIM B TCUCHHUE YKa3aHHOTO
KOJINYE€CTBA CEKYHJ MOKET MPUHUMATh
3HaueHwus ot 1 go 10.

ITapamerpsl DTMF: nanens nogaepKuBacT
1-, 2-, 3- u 4-x mudepuoe otkpuiThe Mo DTMF.
BriGepuTte ouH TUIT U BBEUTE
COOTBETCTBYIOIIUI KOJI.

DTMF-komanga: YcraHoBUTE OQHO3HAYHBIA
DTMF kop mjist yIaJIeHHOTO OTIIUPAHUSL.
Jlomoaauteababie DTMF-koMaHabI.
YcranoBute DTMF-ko1 B HECKOIBKO TGP
JUISL yAQJIEHHOTO OTITUPaHUS.

Craryc: oToOpaxaeT COCTOsIHUE perie.

Otkpertue pene uepe3 HTTP

ITonp30BaTens MOXKET ucnoab3oBaTh URL mi1st
YIAJICHHOTO OTKPBITHS ABCPH.

[lepeximouarens BKItoUaeT 3ty pynkuuto. [To
YMOJTYaHHIO OHA OTKJIFOYCHA.

[Tons30BaTen MOTyT yCTaHABIMBATH UMS
MOJIb30BaTEN M APOJIh TSl OTKPBITUS Yepes
HTTP.

®opmar URL:
http://192.168.1.102/fcgi/do?action=0OpenDoor
&UserName=&Password=&DoorNum=1
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3.3.7. Homodon. Bxog

rubetek

Bxopg A
o8 Mpumeuanne:
MaKCHManeHas KonMHEcTeo
Craryc |Omknouer v | cHMBONOR AnA noneil Bs0ga:
Hacrpoiiks | 255 - ans anpeca
Tpurrepa == WHMPOKOESWETENEHOTO CEpBepa.
YseaomiTe no FTP ) Email ) HTTP (O aapecHoit KHurn
127 - ana URL yaanerwon
tRtpURE [ aapecsoit kkwr 1 URL capeepa
e pa T PysHoro obrosnenits
sinonHeks lo | (0~300 52¢) Kowdurypawm
ASACTRIO 63 - ans ocTanekeX nonel BECAa
Orkpemepene  (Her Y|
PR Mpeaynpexaexne:
Cranyc Beapn Buicoxuit
e OnucauHue nons:
cocronnankaTopa CRSTOSON HHANKTOP A: HopHansit
BbiCTpOe NoATEEPXKAeHHUE
Bxon B |_ok || omens |
Craryc B [Omkmoser ¥ |
i [Heit v

Tpurrepa

YseaomiTe no FTP L) Email L) HTTP U

Hitp URL:
3apepxxa —————;
BuinonHEHIR lo | (0~300 Sec)
AsitcTsna
OTkpes pene | HeT v

Oeeps B:
CramycAsepl Bycowmi

Bxop C

Cratye € [Omknoner v |
Hacrpolion (ol v ]

Tpurrepa

YeeaomuTs no FTP J Email W HTTP UJ

Htp URL:

3anepwxa

BLINOAHEHNS 0 | (0~200 Sec)
Asitcrens
OTKpLIT pene Her v|

Heeps C:
CramycAsept  Borcomi

[ ok | ormena

Pa3znen ucnonb3yercs A1 HACTPONUKHU OTKPBITUSI IBEPU U3HYTPH.
Craryc: pexxum paboThl BXoa.
Onuun Tpurrepa: BeiOepure pexxum cpabaThIBaHHS 11 KOHKPETHOTO 3aMKa. [1py moIKJIroueHun B
HOPMAJIbHBIM OTKPBITHII KOHTAKT, BeIOepuTe mapametp « Huzkuit». Ilpu Beibope mapamerpa « Boicokuiin
MOJIKITFOUECHHE UJIET YePe3 HOPMAJIBbHO 3aKPBIThII KOHTAKT.
Boinoansiemoe geiictBue: Boibepute oauH wiu 6osiee crioco0oB i MOTYYEHUs COOOIICHU O
BeimoasieMoM nefictBun FTP, E-mail, URL. [Ins URL BBenute IP-anpec HTTP-ceprepa. Korna
aKTUBHpYyeTCs BBOJ, OyneT otnpasieno HTTP-coobmenue.
3anep:kka AelicTBUA: YCTaHOBUTE BPEMsI 3a/I€PKKHU I1OCTIE HAXKATHUS Ha KHOIIKY OTKPBITHSL.
OTKpBITH peie: BeiOepute moaxoasiiee pelie 1 BXOJHOTO KOHHEKTOPA.
Crartyc aABepu: TeKyIee mojiokeHue nBepu. “Bricokuii” - 3akpeiTa n1Beph. “HU3KUN" -OTKpHITA ABEPD.
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3.3.8.

B paznene orobpaskaeTcsi IOTOKOBOTO BHJIEO B pEATbHOM BPEMEHH C TIaHEIIH.

3.3.9.

Homodon. Buneo

Homodon. RTSP

OcHOBHble HacTporku RTSP

Cepsep RTSP exnioues 4

HacTpoiika RTSP 0SD

I
L 1

Motok RTSP

RTSP-ayano exmoseHo 0

RTSP-engeo sknlo4eHO @

RTSP

[Pou ]

[H.264 v]

Pazpewekne siaso
YacroTa kaapoe
KOWTPORL CKOPOCTH

BuTpaiiT snaso

Paspewenne siaco
Yacrota kaapoe

KauecTso engeo

H.264 napaMeTpbl BUAEO

| ok

Mpumeuanue:
MaKcuMansHas KonnHecTso

CHMBONOE ANR NONeit BBOAA:
255 - ans aapeca
WHPOKOBWATENEHOMO Cepaepa
2APECHO KHITH

127 - ans URL yaanenoit
aapeckoit knnrn u URL cepsepa
PpyuHoro oSHonesna

KoHBUrypaLmi
63 - anA ocTaneHsix noneil B2oaa

Mpeaynpexpexue:
Onucanme nons:

BbicTpoe noaTBEPX/ACHHE
| ok || omMena |

Mpumeuanue:
MaKcuManEHaR KOMMHECTED
CHMEONOE ANR NONelt BE0A3:
255 - ans aapeca
WHPOKOBSWATENEHOrD Cepaepa
2apecHoil KuTH

127 - ans URL yaanennoit
anpeckoit kunrm it URL cepsepa
pyHHOro oSHoBneHNA
KoHMrypaunn

63 - ans ocTansHeIX noneil B2oaa

Mpeaynpexpexue:

Onucanue nong:

rubetek
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rubetek

Pa3nen

Onucanmne

OcHoBHble HacTporiku RTSP

RTSP (real time streaming protocol) -
IToTOKOBBIN MPOTOKOJI PEATBHOTO BPEMEHH.
BxuroueHue/oTKIIIOUEHHE CepBepa
BHJICOITOTOKA.

Hactpoiika RTSP OSD

Oto0OpakeHne TeKCTOBOM HH(POPMAITUHU TTOBEPX
MOTOKOBOTO BUco0. OTobpaxenue ID u aapeca
MMaHeIH.

TTorox RTSP

Hcmonb3yeTest 11 BKIIOUYCHUS BUICO U
aynuonoroka uepe3 RTSP u Beibop kozaeka.
[Tanens moamepkuBaeT Buaeokoaeku H264 u
MJPEG. H264 ycTaHOBIIEH 10 YMOJTYaHHUIO.
Aymnokonexku PCMU u L16. PCMU
YCTAHOBJICH MO YMOJIYaHHUIO.

H.264 napametpsl Buieo

B nanHOM pazzene HacTpoeK JOCTYITHO
peryJMpoBaHue pa3pelIeHus], KOJIUIeCTBa
KaJpoB B CeKyHIy u Outpeiita H264.

MIJPEG napameTpsl BUAEO

JloCTyIIHBI HACTPOWKHU: pa3peIICHHE,
KOJIMYECTBO KaJIPOB B CEKYH/IY U OUTPENT.

3.3.10. Jomodon. ONVIF

(OCHOBHbIE HACTPOWHKN

Pexnm Onvif Discoverable y CHMBONOE ANR Nonel 8ECAA:

W
nonszozaTens

admin

Napons  [seseses

Beixop

Mpumeuanue:
MaKcuMankHas KomnHecTso

255 - ans aapeca
wipoKoBswaTENEHOrD CepBEDa
2apecHoi kit

- 127 - ans URL yaanensoit
aapeckoit kunrn u URL capsepa
py<HOro oSHoRNEHNA
KoHburypaLM
63 - anm ocTansHeix noneii s=oaa

Otmera

Mpegynpexpaexue:
Onucanue nona:

BbICTpoe noATEEPXfEHHE
OK Ormexa

B pasznene npenacraBieHbl HACTPOHKU OCHOBHBIX TapaMeTpoB ONVIF s noakitoueHus K
ONVIF-coBMecTuMBbIM BHaeoperucTparopam u I10.
Pe:xxum ONVIF: nBa pexxuma - “discoverable” (oOHapyxuBaembiii) u “Non-discoverable”

(meobnapyxuBaembiii). “Discoverable” yctaHoBieH 1o ymoidanuro. [lanens MoxeT ObITh 0OHapyKeHa

TOJIbKO B pexkumMe oOHapyxkeHus mo ONVIF.
HNms nosib30BaTeisi: IpoU3BOJIBLHOE UM IIOJIb30BATENS ISl JoCcTyna K MoToKy. [lo ymonmuanuto admin.
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rubetek

IMaposb: MpoOM3BONBHBINA APOJIB I TOCTYyNa K TOTOKY. [To ymondanuto admin.

3.3.11. Homodon. [IBmxeHune

Hacrpoiiku o6HapyeHus ABHKeHUs

O6HapyKeHne ABMXEHUA Otxniovero ¥

MpuMeuanue:
MaKCHMaNEHAR KONWHECTS0

cuMeonos ans nonelt seoaa:

3apepwxa obHapyxeHua (0~120 Sec) 255 - ans aapeca
pranese
LINPOKOBEWATENEHOrD CapBEpa
BAPECHON KHITH
YBejoMHTb NO 127 - ans URL yaanenwoit
aapecroit kuurn i URL cepsepa
Yeeaouwte no  FTP () Email [ HTTP P Gt s
Http URL: KoHburypaumi
63 - Ans ocTansHex noneii szoa
3arpyska SDMC OtknioueHo ¥
Mpeaynpexexue:
Hacrpoiika 6
Onucaunue nong:
Mon () Tue O wed U Thur
Demuenne BbiCTpoe nogTeepXaeHne
Fri U sat O sun O Check All OF Oraaea

HH ¥ |:[MM Y -|HH Y|:[MM ¥

Otmera

Paznen

Onucanue

Hactpoiiku oOHapykeHus IBUKEHUS

PacnosnaBanme NBMKEHHS HCTIONB3YETCS TS
OTITPABKU YBEJOMJICHUM MPU U3MEHECHUSIX B
OKPY KaroIeM IIPOCTPAHCTBE.

Bxrounte oOHapyKeHUE IBUKEHUS IJIs €T0
aKTUBAIUH.

YcraHOBHTE BpeMs Ha 3a€P)KKy 0OHApY KEHUS
npmkeHus. Matepsai ot 0 mo 120 cekyH.

VYBEIOMHUTH IO

Bribepute moaxoasaimii METo MOayYeHHS
uHpopmaruu o 3amedeHHbIX aBuxkeHusx (FTP,
Email, HTTP). [Ina URL BBemute IP-anpec
HTTP-cepsepa. Korma Oyzaer 3adhukcupoBaHO
JIBIDKEHHE, OYJIET OTIIPABIICHO COOOIIEHHE C
n300pakeHne C KaMephl MTaHEIIH.

Hactpoiiku BpeMeHu 0OHapyKeHUsI IBUKECHUS

YcTaHoBuTe BpeMsi 0OHApYKSHHS ABHXKECHUS U
JHU HEJIEH.
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3.3.12.

Homodon. Kimroun

WmnopT/3kcnopt uudopmayum o knrouax(.xml) T

MaKCHManeHas KONM4ecTBO

CHMEONOR ANA Noned Bsoaa:

255 - ans agpeca

e
PeXXHM UTeHHA KapT aapecwoit Kkmr

et eyt 7] e

pysHoro obkoznekms

KoHdHrypaw

63 - Ans oCTanebHeX NONel 88043

[ BuiSepure daitn | daiin ve subpar | Wunopr | | 3xcnopr |

CraTyc Kiua

Cratyckniova  |Cpearit ¥ | ok
Tpepynpexgenne:
CobbiTHe CUMTBIBAHMS KHOYA
Onucauue nons:
Yeepomure no  FTP () Email (0 HTTP O
Hitp URL: [ BbiCTpoe NoATBepXAeHH e
| ok || ormena |
Kntoun

Bazzaro
kyTpEKHItN RelayA ¥ RelayB ' RelayC
cumTEBaTEREM

Bazsaro r i
shewrm RelayA [/ RelayB [ Relayc CJ
cunTuBaTenen
Mon @ Tue @ Wed @ Thur @
" Sat ¥ Sun ¥ Check All L
Bpens IC-kniowa |HH ¥ | [MV ¥ |-[HH ¥ | [MV ¥

Bens IC-knioua

Wus ICxnowa | |

KoaIC-knoua | | | Ronyswrs | | Acsasurs |

YnpaenieHue KI0UOM BEpH

Wnaeec s | Pene | Pere2
1 0 o

04410B724A4F80

We N B W e

10

Crpamua 1 V| | npea. | | Crea. | | Yaamm | | Yaanums of

rubetek

Pasznen

Onucanue

Nmnopt/OxecnopT uHGOpMAIIUU O KITH0YaxX

®dopmart (aitia mpuBeICH HIKE.

HmMnopTipoBaHue/3KCIOPTUPOBAHNE JAHHBIX
kapt. [lognepxuBaercs Toibpko popmat .xml

Pexxum uTeHus kapr

CUUTBIBATCIIA.

IlepekiroueHne pexuma 11l BHyTPEHHETO

“Cpenuuii” - ureHue uuid Kiroda
“Mifare” - uTeHHe 3aKPHITOTO KO/Ia KITF0Ya.

Craryc kiroua

Bri6op pexuma paboThI TaHETH C KITFOYOM.
st noGaBieHsI HOBOTO KJII04a, yCTAHOBUTE
3HadyeHue “AxTUBaLus’.

J171s1 IpOBEpKU U CUUTHIBAHUS KITHOYA
ycranoBute 3Hauenue "Cpeanuit"

CoOBITHE CUMTHIBAHUS KIII0YA

Bri0epuTe moaxoasimmii MeTo 1 MOayIeHUS
uHpopmaruu o cunthiBanuu kroda (FTP,
Email, HTTP). {ns URL BBeaute IP-aapec
HTTP-cepsepa. Korna Oyner 3adukcupoBan
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rubetek

KJTI0Y, OyIeT OTIIPABICHO COOOIEHHE C
M300pakeHue ¢ KaMephl aHEH.

Kitroun

[lanens noaepKMBaeT NOAKIOYEHUE K TPEM
pene. YCTaHOBUTE HEOOXOUMBIE TTapaMETPHI:
Bbi3BaHO BHYTPEHHHUM CHYMTHIBATEJIEM
BBIOEPUTE OJTHO MJTM HECKOJIBKO peJie KOTOPhIE
OyAyT aKTUBUPOBATHCS KIFOYOM TIPHU JCHCTBUU
Ha CYMTHIBATEIIC TTAHEIIH.

Bbi3BaHO BHEIIHUM CUUTHIBATEJIEM
BBIOEPUTE OJHO MJTM HECKOJIBKO peJie KOTOPhIS
OyAyT aKTUBHPOBATHCS KIFOYOM IIPU JCHCTBUU
Ha BHEIIIHEM CUUTHIBATEIIC, TOAKIIOUSHHOM K
TTaHEeIIH.

Jenb IC-kia04a: BIOEpUTE THU, 10 KOTOPHIM
n00aBIICHHBIN KJIIOY OyIeT paboTaTh.

Bpems IC-kiroua: Beibepure TouHOE BpeMs
paboTHI KJIHOYA.

Nmsa IC-kar04ua: ykaxuTe Ha3BaHUE KIIIOYA.
Koa IC-kJir04a: pa3MecTuTe KapTy Ha
CuuThIBaTeNE, 3aTeM HaxMuTe “Ilomyunts”.
ITocne Toro, kak maHe b TPOUTET KO KITF0Ya,
HaxmuTe “J[00aBUTH”, MH(GOpMAIUs Oy IeT
MOKa3aHa B CIUCKE YIPABICHUS ABEPHBIMU
KapTamu.

BAKHO! @opmam cuumovléanus kooa Kuoud
3a0aemcs 6 pazoene [Jomogon. Pacuupennvie,
onox RFID.

VYpasieHue KJIH0YOM ABEPU

HNudbopmanus o qeHCTBYIOIMUX KIIOYax OyaeT
otoOpaxeHa B criucke. [lonbp3oBarenu MmoryT
OTMETUTH OJIHY U3 KapT U OTPEJAKTUPOBATH €€
WM yaiauTh. Bo3aMoOXHO ynaneHue Bcex
KJIIO4el cpasy.

Jls perakTHpOBaHUs KJIl04a, OTMETHTE €T0 B
CIIMCKE ¥ OH aBTOMaTUYECKH OTOOPA3UTHCS B
omoke Kirroun. Ilocie 3aBepiieHus
peIaKTUPOBAHUS HAKMHUTE KHOTIKY
“PepakTupoBaTh .

1D B Admin B Name Bl code B poorNum B extReaderpoorium B mon Bl Tue B wed B Thur B3 Fri B3 sat B sun B Timestart B TimeEnd Bl DeviceName

1 0 KV_123 04410B724A4F30
2 0KV 12  0443432A844C80

12

23
0

1
1

1 1 o o o 0 01:10 08:00
1 1 1 1 1 1

dopmar daiina 115 3arpy3KH KIH0UeH.
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3.3.13.

rubetek

Homodon. [lepconanbHBIN KITHOY

MmnopT/3KcnopT nepcoHanbHoro Karoua(.xml)

Bubepure dsitn | Gaitn He swbpar

HacTpoiKN NepCcoHanbHOTO Koya

Mepconanshsii
KNIoY - HOMEp
asepn

RelayA ¥ RelayB

Nepconanshit
AT e Fri @ sat ¥ sun
Nepconanshuii

P HH Y |:[MM ¥
KnioH - Bpema
Nepconanshit
KAk - A
Mepconanshuii
Kniow - koA

Mon ¥ Tue ¥ Wed ¥ Thur ¥

Buixop

Mpumeuanme:
MaKCHMaNEHaR KONWHECTS0
cumeonos ans noneit seoaa:
255 - ans aapeca
LIHPOKOBEWATENLHOND CEpaepa
ampacHoi KHiTH

127 - ans URL yaaneHwoit
anpeckoi kuiri w URL cepsepa
pyH=oro oSHoeneHNnA
Kowburypaumn

63 - ans ocTankHsix nonei seosa

Vnnopt Skeropt

RelayC

¥ Check All

-lHH Y]:[MM ¥ NMpeagynpexpaexue:

Onucanue nona:

AcbBasute BbicTpoe noaTBepXAeHHe

OK Otmexa

MHaexc s

W BN B W e

10

Crpanmual1 ¥ Npea.

8888
5555

Yaanute &

Pa3nen

Onucanune

NmnopT/IKcnopT nepcoHaIbHOTo KIIto4ya

HmmniopTrpoBaHme/KCITIOPTUPOBAHUE TAHHBIX
nnuHbIX PIN-K00B moJib30BaTee.
[MomnepxuBaercs TonbKo dhopmat .xml
dopwmart (aiina npuBeACH HIKE.

HacTtpoiiku nepcoHanbHOTo Kiro4a

YcTanoBute HE0OXOUMBbIE TAPaAMETPBHI:
IepcoHanbHBIN KJII0Y - HOMEP ABEpPH:
BBIOEPUTE OJHO WJIM HECKOJIBKO pelie KOTOphIe
OynyT aktuBHpoBaThcs PIN-ko10M Ha maHeu.
IMepcoHaabHBI KJII0Y A€Hb . BRIOCpUTE THU,
10 KOTOPBIM Jo0aBieHHbIi PIN-ko1 OyneT
padorars.

IlepcoHa/ibHBII KJII0Y BpeMsi: BEIOEpHTE
TouHOe Bpems paboTsl PIN-kona.
IlepcoHanbHBIN KJII0OY UMS: YKOKUTE
Ha3BaHue PIN-kona.

IlepcoHanbHBIH KJII0Y KO : YKAKUTE TUYHBIA
PIN-xox u HaxxmuTe “/[006aBUTh”, HHPOpMAIUS
OyZeT Mmoka3aHa B CHUCKE YIIPaBICHUS
nepcoHaibHbIM KitouoM. Jnnna PIN-kona ot 4
0 8 CHMBOJIOB.

praBHeHI/Ie MEPCOHAJIBHBIM KJIFOYOM

WNudopmanms o neiicTByOmmMxX TUIHbIX PIN-
KoJaax OyaeT oroOpakeHa B CITUCKE.
[Tons30BaTenu MOryT OTMETHTH O1MH U3 PIN-
KOJIOB M OTPEJAaKTHUPOBATH €TI0 I YAAIUT.
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BosmoxHo ynanenue Bcex PIN-ko10B cpasy.
s penaktupoBanus PIN-koga, oTMeThTe €ro
B CIIUCKE M OH aBTOMAaTUYECKHU OTOOPA3UTHCS B
6moxe Hactpoiiku mepcoHanbHOTO KItoua.
[Tocne 3aBepiieHus pelaKTUPOBAHUS HAXKMHUTE
KHOMKY “PenakTupoBats”.

1D - Admin - Name n Code - DoorNum - ExtReaderDoorNum - Mon - Tue - Wed - Thur- Fri - Sat - Sun - TimeStart - TimeEnd - DeviceName g
1 0 KvV_123 1234 1 0 1 1 1 1 1 1 1
2 0 Kv_12 5678 12 0 1 1 1 1 0 0 0 00:00 11:00

dopmar daiina a5 3arpy3ku Tn4HbIX PIN-K0/10B.

3.3.14. JloModoH. YBenomiieHus

Boixon

Yeepomnenue no Email Mipumesanme:

MakcumMansHas Konn4ecTso

Email onpsevrens
Email nonysatens

Aapec cepsepa SMTP
WMz nonezosatens SMTP

Mapone SMTP  jessssses

CHMBONOE ANR NOneit BBOAA:
255 - ans aapeca
LIHPOKOBEWIATENLHOrD CEpaEpa
2ApecHoi KHITH

127 - ans URL yaanenwoit
ampechoR ki i URL cepeepa
py4Horo oSHoBneHNA

Tema nicema KoHDurypaLHi
63 - Ans ocTansHex noneil szoa
Conepxarue Email
Mpeaynpexpexue:
[ Npoeepxa Email Onucanme nona:
BbicTpoe nogTee) eHne
YBepgomnenuna FTP LLis
OK Oruera
FTP-capeep
Wma nonesosatens FTP
Yeegomnenn Napone FTP. sesesess

Npoeepka FTP

OK Otmena

Pa3nen Onucanune

BBeauTe HaCTpONKHU AJIEKTPOHHOM MOYTHI JJIs1
MOJTYYEHUS] YBEIOMJICHUM.

Email ornpaBuTesi: BBe1uTe ajgpec
OTIPaBUTEIIS.

Email moayuarensi: BBenute aapec
MOJIy4YaTeias YBEAOMIICHUM.

Anpec cepsepa SMTP: Beenute anpec SMTP-
cepBepa MOoYTOBOM CITYKOBI M YKOKHUTE IMOPT
JUTSL OTTIPABKU COOOIIEHHH Oe3 mu(ppoBaHUsI.
[Tpumep: smtp.mail.ru:587

HNmsa noas3oBareas SMTP: anpec moutst
OTITPABUTEIIA.

ITapoas SMTP: Beeaute naposib no4rsl
OTITPABUTEIIS.

Tema nucbMa: Beeaure temy.
Coaep:xxanunem Email: Beenure conepxanue.

Veenomitenue o E-mail
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ITposepka Email: [IpoBepka KkoppeKkTHOCTH
BBEJICHHBIX I1apaMETPOB.

VYBenomiaenue FTP Beeaute nactpoiiku FTP cepsepa mis
MOJIy4YE€HUs] yBEAOMIIEHU N
FTP cepsep: Beenute agpec FTP — cepsepa.
HNmsa noan3oBarenas FTP: Beenure ums
nons3oBatens FTP.
MMapoJas FTP: Beenure napons ot FTP —
cepsepa.
IIposepka FTP: [IpoBepka KOPPEKTHOCTH
BBEJICHHBIX NTapaMeTPOB.

3.3.15. SIP akkayHT. OCHOBHBIE HACTPONKH

YuyetHas 3anuco SIP

Cratyc He 3aperucrpupoeako

AxxaywT AxxayrT 1
CraTyc akkayKTa OTKMOYSHO
OToBpaxaeusii agpec

OTobpaxaenoe s

33pernCTPHPORZKHOS MR

Noritw

PRgamRE= Rl e Sik]eeseseen,

v
v

MpuMeuanue:
MaKcuMansHas KonHecTso
CHMEONOE AR NONelt BEOAA:
255 - ans aapeca
LIHPOKOBEIATENEHOrD CapBepa
BApPECHO KHUTH

127 - ans URL yaanenwoii
aapecroit kuur i URL cepeepa
pyH=oro oSHoeneHNA

Koudurypaumit
63 - ans ocTaneHsix nonel 82043
Cepsep SIP 1
Mpeaynpexaexue:
1P-aapec capeepa Mopr| 5060
Cpok perucrpaum 1800 (30~65535¢) Onucaxue nong:
BbiCTpoe noaTBEPXACHHE
Cepsep SIP 2

1P-aapec cepespa

Cpok perncrpawm 1800

Mpokcu cepeep

Moxoaswme seizossl OTxntoueHo
1P-aapec cepespa
1P-aapec pesepeHoro cepsepa

TpoTokon nepepaun

Mopt| 5060
(30~65535¢)

MopT| 5060
MopT| 5060

MpoToken nepeaasm UDP ¥
NAT
NAT OTxntoueHo Y
Aapec cepsspa Moprl 3478
Toruw
Napons
OK Otmexa

OK Otmexa

Boixon

Pa3nen

Onucanune

VYuernag 3anucek SIP

OtobpakeHne U HacCTPOIKa MapaMeTPOB aKKayHTa
(yueTHoe 3a1ucH).

Crartyc: oToOpaskaeT COCTOSIHUE PEerHCTpalliy Ha
cepBepe.

AKKAayHT: BBIOEpUTE aKKayHT KOTOPBIA OyieT
HaCTpauBaThCS.
CraTyc akKayHTa: pexXuM paboThl BELIOPAaHHOTO
aKKayHTa.

OTolpaxkaemblii agpec: apec KOTOPBIA OyIeT
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0TOOpaXaThCs Y BTOPOTO MOJIB30BATEIS MPU
3BOHKE.

OToOpaxxaemoe uMsi: UMs KOTOpoe OyieT
OTIPaBJICHO BTOPOMY YYAaCTHUKY 3BOHKA JJIs
0TOOpaKCHUS.

3aperucTpupoBaHHOe UM OTIpeiesIeHHbIN SIP
MPOBaiIepOM, BBIJICJICHHBIN HOMED.

Jlorun: onpenenen SIP nposaiinepom,
BBIJIEJIEHHOE UM I10JIb30BATEIIA.

IMapoJib: napoJib UCITOIB3YEMBbIN IS
ayTeHTU(PUKALIUH.

Cepgrep SIP 1

Oto0pakeHHe 1 HacCTpoitka ocHOBHOTO SIP
cepsepa.

IP-anpec cepBepa: anpec SIP cepepa. MoxeTt
OBITH JOMEHHBIM UMeHeM H [P agpecoM.
Cpok perucTpanuu: BpeMsl, 110 UCTCICHHTIO
KOTOpOTo Oy/eT mpou3BeieHa MOBTOPHAS
perucTparus Ha cepBepe.

Cepsep SIP 2

Oto0pakeHue 1 HaCTpOiika JomoMHUTEeNsHOTO SIP
cepsepa. Mcnonb3yeTcs s obecrnieueHus
OTKa30yCTOWYUBOCTH IIPU OTKa3e OCHOBHOTO SIP
cepaepa.

BAKHO! [[annvle nacmpotiku mo2ym Ovlmb
He3anoJHEeHHbIMU, eClu Hem pe3eperoco SIP
cepsepa.

[Ipokcu cepsep

OtobpakeHre U HaCTPOiiKa mapaMeTpoB A1
MOJKJIFOYEHHUS K proxy cepsepy. Mexonsammii
proxy cepBep UCIOJb3YyeTCs AJI IpUeMa Beex
VHUIMUPYIOLIMX 3alIPOCOB U MAPUIPYyTU3ALUU UX
Ha yka3aHHbI cepeep SIP.

BAJKHO! Ecnu évibpan Oannsiii napamemp, mo
ece SIP-3anpocwi ¢ nanenu 6yoym npunyoumenbHo
OMCBLIAMBCSL MOILKO Yepe3 HAZHAYEeHHbLU NPOKCU
cepeep.

[IpoTokon nepenaun

OtobpaxkeHne U HacTpOiKa TPaHCTIOPTHBIX
IPOTOKOJIOB JiIst KOMMyHHUKaluu ¢ SIP cepsepom.
UDP: HeHanexHBbI|, HO 04eHb 3(h(PEKTUBHBIH
IPOTOKOJ Mepeayu JaHHbIX.

TCP: nagexuslii, Ho MeHee (D PEKTHBHBIH
IPOTOKOJ Iepeauul JaHHbIX. PekoMengyeTcs
HCII0JIb30BAaTh €TO0.

TLS: 3ammimeHHbIi 1 HaJeKHBIA IPOTOKOJT
nepenayu JaHHbBIX.

DNS-SRV: anpec cepBepa JOMEHHBIX HMEH.

NAT

OrobOpaxkeHne 1 HacTpoiika mapameTpoB NAT
(MexcereBoit akpan). [1o ymomyanuio NAT
OTKJIFOYEH.
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3.3.16. SIP akkayHT. PacmmpeHHble HaCTPOHKHU

‘YueTHaa zanKce SIP

Farcnransian snacres

cHmsonos ans noneii esopa:
255 - ana aapeca

Kogekn LIMPOKOSEUIETENSHOMD CapREpa

aapecHaii ke

127 - ana URL yaanerwoii

anpecuait kerm n URL czpaspa

pyHoro okosnesms

KOKDHrypaLsM

63 - ans ocTanshex naneil esona

OTRIOUEHHLIE KOREKH 3aaeiicTooBaHHLE

-

Mpepynpemaenne:

OnucaHue nona:

boicTpoe NoATEEPHASHHE

Wua koasia
Pazpewskue koaeka

EuTpeRT Koeka 48
Harpyska koaska o

MoanucaTtbea

Moanucxa no MWI OTEuens v
Bpems noanncku no MWI 1800 {120~65535¢)

Horiep ronacoeoit nouTs!

MNepuon aeiicrens uranxaumm (BLF) 00 120~65535¢)

Bpens aeficrens asTomaTnseckore 00 £20-855350)
pacnpenenatma euizosa (ACD)

Tun
Cnocef uazewerns no DTMF

DTMF siarpyzxa

Boizo

MaKCHMaNLHOE SHa'EHHE NoKansHorD SIP- 1024~65535)
nopra

MusitHans+0e 2HaseHie noxanssero SIP- 1024~65535)
nopra

3aronceok wasHTHdMKaTOpE
ShizEaiowErs aBoHEHTS

AsTooTRET

MoaTeepHasHie EPEHEHHOM oTEETa

PerucTprpauns Hepes HoMep

Mpurnswesne Yepes HoMep

AHOHMMHEI BLI30E

OTK/IOHEHHE BHOHIMHLIX BLIZ0B0R

HypHAN NPANYULEKHE Shizos0s

MpeaoTepawenie eznoHa SIP

TaiiMep ceccuH

ARTHEHBIR HHEHD v

Bpenn aeficrens cecm (30~7200c)

MHcrpynenT obHosnenia cecan

CMHCOK 3aHATHIX TMHAA CBAZK

VIReHTUIDIKATOP Cnucka 3aHATLI Ak
cemzn

Kon 3axEaTa B4i3083 YEPES CNMCOK
3auaTLI NIt

oA noakniowenia k pasrosopy uepes
CRMCOK SAHATLI NHHAT

LUndposanne

Wadposaxue ronoca (SRTP) OTKNKYEHD

NAT

CooBuesin UDP Keep Alive
Wurepsan mexay coobuennamn UDP Alive

Yaanenwuii nopr

KnHeHTCKoe NpHAoMEeHHe

KnnenTonoe nprnoxekme
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Pa3nen

Onucanue

VYuernad 3anucs SIP

BrIiO0p akkayHTa JUISl HACTPOMKH

Konexu

OtobpaxeHue U HaCTPOITKa MopsaKa
UCIIOJIb30BaHUSI aKTUBHBIX KOJIeKOB. Kojek B
JTAHHOM CJTy9ae — aJITOPUTM JICKOAHUPOBAHUS
aHAJIOrOBOTO curHaia B udposoii. JlocTynHble
koaeku PCMU(G711U), PCMA(G711A),

G722 (mmpokomoiaocHbie Koaekn), G729.

Buneo xkonuek

Hactpolika kauecTBa BUJICO MOTOKA

HNmsa koneka: [lo ymMoa4aHuIO yCTaHOBJIEH
H264.

Pa3penrenue koaeKa: moepKuBaOTCA
QCIF, CIF, VGA, 4CIF, 720P.

Butpeiit kogeka: npezaeinsl oT 128 1o 2048.
Harpyska koaeka: ot 90 no 119.

Ilonnucarbcsa

OtobOpaxkenue u Hactpoitka MWI, BLF, ACD
MOJIMHUCOK.

MWI: unukatop oxXugaHus COOOIEHUH.
Hcnonp3yeTcs A MpoBepKHU JOCTYITHBIX
TOJIOCOBBIX COOOIIEHUH.

BLF: craryc onpeneneHHOro aboHeHTA.
CBoOO/ICH JTM OH, UJIK aKTHBEH Pa3roBOp.

ACD: ABTomaTHuecKoe pacmpeieicHnue
BBI30BOB YaCTO UCIOJIE3YETCS B KOJII-I[EHTPaX.
Ilocne ycrienmHoM perucTpanuu y4eTHOU
3anucu nanens nouuiet SIP-cepBepy maker s
MOJAMUCKYU YYETHOH 3aMUCH K TOJIOCOBOM MOUTE.

DTMF

Orob6pakenue u HacTpoitka DTMF.

Tun: [ognepxusatorces Inband, Info,
RFC2833 nnn nx komOuHanuu.

Cnoco0 usBemenuss no DTMF: nocrynen
TOJBKO KOTI'/Ia BEIOpaH Tum info

Harpyska DTMF: nacTpolika Harpy3Kku s
DTMF.

BAKHO! Tun RFC2833 ycmanoenen no
ymonyanuto. Tun Inband ucnonvzyemcs ons
coemecmumocmu ¢ mpaouyuOHHbIMU
menegounvimu cepsucamu. Tun Info
ucnonvsyem SIP info coobwenus ons
omoopascenusi DTMF.

Bri3os

OTo0paxkeHusI HACTPOEK, OTHOCSAIIUXCS K
BBI30OBY:

MaxkcumajbHOe 3HaYeHHe JoKajJbHoro SIP
nopTa: HacTpoiika MakcumanbHoro SIP mopra
JUISl YKa3aHHOTO aKKayHTa.

MuHuMAaJIbLHOE 3HAYeHH e JIoKaanLHoro SIP
nopTa: HacTpoiika MuHUManbHOro SIP mopra
JUISl YKa3aHHOTO aKKayHTa.
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3aro/ioBoK ujaeHTH(UKATOpa
BBI3BIBAIONIEr0 A00HEHTA: HACTPOMKaA
(hopmara orobpakeHus uIeHTU(UKATOpA
BBI3BIBAIOIIETO a0OHEHTa HAa HHTepderice.
ABTOOTBET: ITaHEJ)Ib ABTOMATUYECKU
NPUHUMAET BbI30B JJI YKa3aHHOIO MOPTa, €CIU
JIaHHAas OIIIUS BKIIOYEHA.

IMoaTBep:xI€eHE BPEMEHHOI0 OTBETA:
BKJIFOUCHME/OTKITIOUEHHE TaHHOM OIIHH.
PerucTpamnus yepe3 HoMep: BKIIOUCHUE/
OTKJIFOUECHHE JAHHOM OIIIMH.
IIpuraamenne yepe3 HoMep: BKIIIOUEHUE/
OTKJIFOUECHHE JAHHOM OIIIMH.

AHOHUMHBIH BBI30B: €CJIH BKJIIOYECHO, TO BCE
BBI30BBI C JAHHOTO aKKayHTa OyIyT
COBEpIICHBI AHOHUMHO.

OTKJI0HEeHHMe AHOHUMHBIX BbI30BOB: Ecitn
BKJIIOUCHO, ITaHe b OyJIeT HTHOPHUPOBATH BCE
AQHOHUMHBIE BbI30BbI JUIsl JAHHOTO aKKayHTa.
ZKypHaja nponyueHHbIX BbI30BOB:
HACTPOWKHU OTOOpaKEHUS KypHaIa
MPOIMYIICHHBIX BEI30BOB.

penorBpaienne B3aoma SIP: Bkitounte
s npegoTepamenus SIP ot B3noma.

Talimep ceccuun

OrobpakeHHne U HACTpOIKa TalikMepa CECCHUH.
AKTHBHBIIi : €CITH BKIIIOUYCHO, BEI30B OYJIET
MPeKpaIeH Mocje UCTCUCHUS JaAHHOTO
BPEMEHHU.

Bpems neiicTBusi ceccum:
MPOAOJKUTEIHLHOCTD BHI30BA.

NHcTpyMeHT 00HOBJIEHHA CECCHU U : YKAa3aHUE,
KTO OYJIET OTBETCTBEHHBIM 32 OOHOBJICHHE
ceccud.

BAKHO! UAC (User Agent Client),
O3Hauaem, Ymo Mo OMEenCcmeeHHOCHb
nanenu. UAS (User Agent Server), o3nauaem,
umo smo omeemcmeenHocms SIP cepsepa.

CIMCOK 3aHATHIX JJMHUH CBSI3U

Oto0pakeHre U HaCTPOIKa CITUCKA.

HIndposanue

Brurouenue nnu BoikiroueHue SRTP.
IIudpoBanue roinoca (SRTP): ecu
BKJIFOUEHO, TO BCE ayUO0 CUTHAIIBI Oy IyT
3ammdpoBanbl (TexHudecku 370 RTP moTokn)
JUTSL 31U THL

NAT

OtobpaxxeHne HaCTPOEK, OTHOCSAIIUXCS K
MEKCETEBOMY dKpaHy.

Knuentckoe npusioxenue

MoxHo ykaszats nosie User Agent B
coobmenuu SIP.
Ecnu User Agent ycTaHOBIIEH Ha
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OTpeIeJICHHOE 3HAYEHHUE, TT0JIH30BATEIh MOXKET
BusieTh nHGopmaruio u3 PCAP.

Ecam User Agent He yCTaHOBJIEH I10
YMOJIYaHHIO, IT0JIb30BATENb MOXKET YBUIETh
Ha3BaHUE KOMITAHUH, HOMEP MOJIEIH U

Bepcuto npomnBku u3 PCAP.

3.3.17. Cetb. OCHOBHBIC HACTPOIKHU

JlokanbHas ceTb
Mpumeuanme:

DHCP MakcuMansHas KonHM4ecTso

® Cratuseckuii IP ciuBonos An® noneit seoaa:

1P-aapec |192.168.1.10 | 255 - ans aapeca

Macxa noaceTi |2ss.2ss.2850 | LIMPOKOBEWATENHOD Capaepa

[ 2ApPeCHO KHITH

127 - ans URL yaaneHwoit
aapachoi kit it URL cepeepa
py4HOro oSHoeneHmna
KoHbHrypaunu
63 - ans ocTaneHsix nonel 82043

LAz o yMonsaHmo
DNS 1
DNS 2

Mpeaynpexpexne:
Onucanue nons:

BbicTpoe noaTBepXAeHHe
| ok || ormesa |

Orob6pakenne u HacTpoiika LAN mopra.
DHCP: Ecnu BkITt0YeHO, CETEBbIE HACTPOUKH MaHelb Oy et noaydars mo DHCP.
Crarunyecknii IP: ecnu BKIII04€HO, TO HEOOXOAMMO BPYUHYIO YKa3aTh CETEBbIE HACTPOUKHU.
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3.3.18. CeTtp. Pactmpennsie HacTpoiKu

Nokanshbii RTP

Mcxomssii nopT
11800
RTE
Maxcumanshoe
uauerme KTP- 12000
nopTa
Pacumpenns SNMP
Cratyc Omenigugso
Mopr
Hoespensssi Ip-
anpec
VLAN
TNoxanewan cets  Cratyc Crenicuene
vID 1
Mowopier 0
TRO69
Cratyc Omenigugso
Bepcus 1.0
ACS URL
Torim
Mapans  [seessens
Meproaisackos -
Ry Cratyc Omeniougso
Memepean 1800
CPE URL

TNorus

Mapone  |sssseess

O

{1024~85535)

[1024~55535)

v
(102485535

v

{3~24%3500c)

MpuMeyanne:
MaKCHMENBHER KOMMHECTED
QMMEONCE AnA nonsli Bsoda:
255 - ann aopeca
LWMPOHDBEWETENLHOMD Cpeepa
aapacHol kHIrH

127 - anw URL yganesnoii

aapecHoi kHuri 1 URL cepeeps

pyuHore ofsoBnaHIR

Kowdmrypam

63 - AnA oCTankHEX Noned eecaa

Mpegynpexpenne:

OnucaHne nona:

BoicTpoe NoOgTBEpPMEHNE
OK Crena

Pa3nen

Onucanue

Jloxanpubem RTP

OtobpakeHue u HacTpoiika jokanbHbIX RTP
1apaMeTpOB.
MakcumanbHoe 3HayeHnue RTP-nopra:
Onpenenser makcumanbHbli RTP nopt mns
HCTOJIb30BaHUS IOTOKOM.
HNcxoanpltii mopt RTP: Onpenenser
HavanpHbli RTP nopt 11t ucnosb3oBanus
MTOTOKOM.

SNMP

OtoOpakeHne 1 HACTPOITKa mapamMeTpoB
SNMP.
Craryc: BKiItoYeHue Ui BeikiitoueHue SNMP.
IMopTt: mopr SNMP cepsepa.
[Hosepennsbie IP: pazpemennsiii [P agpec

SNMP cepsepa. PazpenieHo JoMeHHOE UMS

BAKHO! SNMP (Simple Network
Management Protocols) smo cmanoapmmulii
unmepHem npomoKon Osl YNPAaeieHus.
cemesbiMU yCmpOoUCmeamu HYmpu cemu.

VLAN

OtoOpaxkeHue u HacTpoitka VLAN

rubetek
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I1apaMeTpOB.

Craryc: BKiItoueHue uiu BoikitoueHne VLAN
Ha OIIPEACIICHHOM IIOPTY.

VID: nactpoiika VLAN ID Ha onpeneneHHbIH
IIOPT.

IIpuoputer: Beibepute VLAN npuopuret s
OIPENEIEHHOTO TIOPTA.

BAKHO! Ilpoxoncynvmupyiimecsb co c60UM
cemesbiM AOMUHUCMPAMOPOM OJisl HACMPOUKU
suauenuti VLAN eaweti cemu.

TRO69

Oto6pakenue u HacTpoitka TRO69
napameTpoB.

Craryc: BxiroueHue uiu BeikiiroueHue TR069.

Bepcusi: Bi00p Bepcur TR069 (1.0 miaum 1.1).
ACS/CPE: ACS nyutire aj1si aBTO
KoH(purypupyemsix cepepos, CPE myure ans
KOHEYHBIX KIIMEHTCKUX YCTPOUCTB.

URL: URL ansa nocrymna no ACS wim CPE.
JloruH: ums nons3oBarens st ACS unu
CPE.

IMapoas: napoas a1 ACS un CPE.
IMepuoaunyeckoe uH(pOPMUPOBAHHE:
BKJTFOUCHUE ITIEPHOINUECKOTO
UH(POPMHUPOBAHHUSI.

HuTepBaj: vHTEpPBAI MEPUOIUYECKOTO
MH(pOpPMUPOBAHUSL.

BAKHO! TR-069 (Technical Report 069) smo
cneyugurayus, onucvl8arOwdsl NPOmMoKoJl
CWMP (CPE WAN management protocol).
Ona onpeoensiem ypogeHv Npuiodicenusi OJist
ydaﬂelmoeo ynpaeJjlieHusl KOHe4YHblX
noJjib3oeameilbCKux ycmpoﬁcme.
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3.3.19.

Bb13oBe1. Bpemsi/s3pik

rubetek

Bpema/Asbix

fA3bik Be6

Beixop

Pyccxuit

A3bIk gucnnes

Pycckuit

Mpumeuanue:
MaKCHMaNEHAR KONWHECTS0
CHMBONOE ANR Noneit BEOAA:
255 - ans aapeca
WipOKoBEWaTENLHOrD Cepeepa
28peCHOR KHHFH

Hacrpoiika dopmata

Dopuar spamesi
Gopmar gaTs

Bpysnyio

fata roa Mec feve

Bpemsa Hac

* Asto

Yacosoii noac
Ocroswoii cepeep

a % cepsep | 1.pool.nty

+3 Russia(Moscow) y
0.ru.pool.ntp.org

127 - ans URL yaanewwoit
ampecHoR ki i URL cepeepa
py4HOro oSHoRNeHNA
KoHbUrypaLi

24 vaca ¥ -
63 - AnA ocTansHsIx noneii szoa

TTIT-MM-£4, v
Mpeaynpexgetne:

Onucanue nona:

BbiCTpoe noATBePXACHHE

Mitwyrat Cexyna oK Ormena

NTP

WkTepean OBkoenenia 3600

Cucremnoe epens 19:02:04

OK

(== 3600¢)

Ormena

Pa3nen

Onucanune

SI3BIK BeO

YcraHnoBka si3pika Web nnTepdeiica.

SI3BIK gucIies

YcraHoBKa s3BIKa JUCILICA ITaHCIIN.

Hacrpoiika ¢opmata

Hacrpoiika ¢hopmaTa 0oToOpakeHus 4acoB Ha
JUCILIICC ITaHCIIN.

Tun

VYcranoBka BPCMCHHU U JAThI ITAHCIN.

NTP

OroOpakeHne U HacTpoiika kacarorascs NTP.
YacoBoii mosic: BEIOEPUTE YaCOBOH TMOSIC IS
NTP cepgepa.

OCHOBHOI cepBep: YKOXKUTE aJIpeC OCHOBHOTO
NTP cepgepa.

JlonoJIHUTEIbHBIH CepBeP: YKAXKUTE aapec
Broporo NTP ceprepa. Mcnionb3yeTcst TOJBKO B
ciy4dae, ecinu ocHoBHOM NTP cepsep He
OTBEYAET.

HNHTepBaj 00HOBJIEHMSI: YCTAHOBKA
WHTEpBaja Mex 1y 3anpocamu Ha NTP cepsep.

BAKHO! NTP (Network Time Protocol) —
nponioKoJjl cemesoco 6peMEHU UCNOIb3YEemCA
d]l}l aAemomMamu4eckonl YCMAHOBKU 6PEMEHU.
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3.3.20.

BezoBel. O01me HacTpOHKHU

Pexxum  BbizoBbl

Pexim

Pexxum “"He becnokouTnb”

AxxayHr
Pexin "He GecnokonTs"
Bosspawaensiii koa npy pexime "He

sy v
Becnoxous” 486(Busy Here) pysHoro obHoBREHNA
Koa exniouenus pexinna "He Bacnoxouts” KoHDMrypaumi
Koa omxniosesina pexima "He 63 - Ans ocTansHex noneii szoa
Becnoxonts”
Mpeaynpexexue:
NomodoH
Onucaunue nong:
Cratyc BrtoueHo v
OTxniouekme 38yKa AoMoDoHa OTKIO4EHO v BbICTpOe NoATBepXAeHHe
0K Oriesa
Mpoune
Bo3spawaensii KOA NP OTKAGKEHMI 485(Busy Here) v

3aaepxKa SETOMETHHECKOTD OTRETa
Pexitn aeTooTseTa

Koaek wipokosewaTensHoit nepeaasn
Npauoit IP-agpec

Mpsmoiiolt oTset IP-asTo

OK

MpuMeuanue:
® Buzosu O Axxaysr MaKCHMaNEHAR KONWHECTS0
cumeonos Ans noneit seoaa:
255 - ans aapeca
LIHPOKOBELIATENLHOD CepBepa
2ApeCHOi KHITH
127 - ans URL yaanenwoit
ampechoR ki i URL cepeepa

Bce yyetrbie 3anu ¥
OTKAHOHEHO. ¥

0 (0~5s)
Video ¥

PCMU ¥

Brnroyero ¥

BrmoueHo ¥

Otmexa

Pazpen

Onucanue

PexxuM BBI3OBBI

PesxkuMm: BEIOEpHTE HEOOXOAMMBIN PEKUM.

Pexxum “He Oecriokonts”’

[To3BoJsIET TTaHEIM UTHOPUPOBATH BCE
BXOJISLIINE BBI3OBBI.

AKKaYHT: BBIOEpPUTE aKKayHT K KOTOPOMY
OyAyT IpUMEHEHBI HACTPOUKHU.

Pe:xxum “He OecniokonTs”: BKIIIOUUTE/
OTKJIIOUUTE JJAHHYIO HACTPOUKY.
Bo3Bpamaemblii Koa: KO, KOTOPBIN ITaHEIIb
OyAeT OTHpaBIsTH CEPBEPY, KOTIa BHI30B
MTOCTYIHJI BO BpeMs paboThI pexkuma “He
0ECIIOKOUTD .

Koa Bkarwvenusi: Kog ucnons3zyercs mis
TOTO, YTOOBI BBIKITIOUUTH pexuM “He
0eCTIOKOUTBH Ha CTOPOHE CepBepa.

Kon otkmrouenusi: Koj ucnons3yeres s TOTO,
9TOOBI BBIKITIOYUTH pexkuM “He 6ecrokouTs”
CO CTOpPOHHKI cepBepa. byneT oTmpasieHo
cootBercTBytomiee SIP coobmeHue Ha cepsep.

Jomodon

[Tanens MO3BOJISAET TOJIB30BATEIIO
YCTaHAaBIIUBATh BEI30B HEMOCPEACTBEHHO C
BBI3bIBAEMBIM 2a00OHEHTOM.

Craryc: BKIIOUYCHHE WIIH BBIKIIOYCHUE
(DYHKIIMY CBSI3H.

OTtkiawdenne 3Byka qomodona: Ecnu
BKJIFOUEHO, TO IPU MPUHATHUH BHYTPEHHETO
BBI30BAa aBTOMATHYECKH OYIET BBIKITIOYCH
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rubetek

MUKPO(OH.

IIpoune

Bo3Bpamaemblii KOJ1 NPH OTKJIOHEHHH
MO3BOJISIET MTOJIB30BATEIIO OTPEACTUTH KOJT
obpatHoro SIP cooOrenus Ha cepBep, 4To
3BOHOK OTKJIOHEH.

3ajgep:KKa aBTOMATHYECKOI0 OTBETA:
YKa3bIBaeT BpeMs 3aJICPIKKH, TI0 UCTECUCHHUTO
KOTOPO# 3BOHOK OYyJIET aBTOMAaTHUUYECKH
MPUHSAT.

Pe:kum aBTOOTBETA: BUICO 3BOHOK WM aAyAUO
3BOHOK.

Koaex mupokoBemaTeabHoii nepeaayu:
YCTaHOBKA HIMPOKOMOIOCHOTO ayAHO KOJeKa
110 YMOJYAHUIO.

Ipsamoii IP-aapec: npsmoii [P Be130B 0e3
ucnons3oBanus SIP Proxy.

IIpsamoii orBet IP-aBTO: NpsiMoii oTBeT O€3
ucrnojb3oBanus SIP Proxy.

3.3.21.

Br3osel. I'ooc

T'poMKOCTb MUKDPOGOHA

FpoMKocTs MikpodoKa

TPOMKOCTb AMHAMMKA

TpoMKoCTs AuKaMIKa

TPOMKOCTb KHONOK KNaBHaTypbl

TPOMKOCTE KHOMOK KAABHATYDS!

Mpegynpexaexne 06 OTKPbITUM ABEPH

Mpeaynpexaskie of oTkpeTIN Azepy

3arpyzka daiina menogum BbIZ0Ba

BuGepute Gein | Gaiin ke swbpak

®opmar daitna: wav. Pazmep: < 200 KB. HYactota

‘Anckpetusaunn: 16000 Mu. Bur: 16

3arpy3uTb 38yK OTKDbITHS 1BEDH

Bubepute Gsitn | Gaiin He swibpak

®opuat dhaiina: wav. Pasmep: < 200 K6. Hactora

anckpetuzaunn: 16000 Mu. Bu: 16

OK

s f1~15)

s f1~1s)

s f1~15)

Brmouero Y

MpuMeuanue:
MaKCHMENLHaR KONWHECTS0
ciuBonos An® noneit seoaa:
255 - ans aapeca
LWHPOKOBRUATENEHOrD CapBEpa
aapeckoit kuurH

127 - ans URL yaanenwoit
anpechoi ki i URL cepeepa
PysHOro obHoEneHHA
KoHDMrypaumi

63 - Ans ocTansHeIx nonei szoa

Mpepynpexaenue:
Onucaxue nong:

BbiCTpoe noATBePXACHHE
OK Ormera

arpyzwrs|| Yaanums || 3xcnopr

arpysurs|| Yaanurs || 3Sxcnopr

Ormera

Pa3nen

Onucanue

I'pomkocTh MUKpodOHa

I'pomkocTh MUKPOGOH : 3HAUEeHU OT 1 10 15.
[To yMOI4aHUIO YCTAaHOBIICHO §.

FpOMKOCTB JNHaMHKa

I'pomkocTh AMHaAMHUKA: 3HadYeHUs oT 1 go 15.
[To yMoI4aHuI0 YyCTAaHOBIICHO §.

FpOMKOCTB KHOIIOK KJIaBUATYPbI

FpOMKOCTb KHOINIOK KJIABHATYPbI: 3HAYCHUC
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rubetek

or 1 no 15.
[To ymMon4aHUIO yCTaHOBICHO 8.

[Ipenynpexnenrie 00 OTKPBITHH ABEPU

Korma nBepb OyaeT OTKpbITa, TTOJIB30BATEIN
YCIBIIIAT COOOIICHUE MPU BKIOYCHHOM
3HAYEHUH.

3arpy3ska ¢aiina MeIoiu BbI30Ba

[Tonp30BaTeb MOXKET 3arpPy3UTh MOIXO SN
(baiis MeIouu CaMOCTOSTEIHHO.

BAKHO! Obpamume enumanue na popmam u
pasmep ¢haiina.

Dopmam ¢paiina: wav. Pazmep: < 200 Kb.
Yacmoma ouckpemuzayuu: 16000 I'y. bum: 16

3arpy3uTh 3ByK OTKPBITHS JBEPU

Bribepute moaxoasimil mpeaynpexIaonuni
3BYKOBOW CUTHAJ JUISl 3arPy3KH.

BA’KHO! O6pamume enumanue na gpopmam u
pazmep ¢haiina.

@opmam paiina: wav. Pasmep: < 200 Kb.
Yacmoma ouckpemuzayuu: 16000 I'y. bum: 16

3.3.22. Beosel. [Inan

1
2

Woo o AW

1
Crparmua 1 Y | OoBaswTe

5

Beizeats Senwiit cnmcok

Bubepute Dsitn | aitn ke euibpan

PenakTy

HACTPOWKM

MpogomkaTs se0k#Ts nocne SIP oTeeta Bniouero ¥

YnpasneHue npasunamu 127 - ans URL yaanenHoi

Vikaexc Axxaywr Mpedwkc 3auewa2 3amewa3 3awewsd 3amewaS  AnalogReplace

1P

Mpumeuanne:

MakcuMansHas KONWHeCTso
Orxniouaro ¥ cumeonos ans nonelt seoma:
255 - ann anpeca
WHPOKOBEWATENEHOrD Cepeepa
anpeckoR KHnTH

aapecroi knnr w URL cepsepa
py4Horo obHoeneHna
KoHdurypauin

63 - ana ocTaneHeix nonel ssoaa

Vnnopr Sxenopr

TMpeaynpexexue:
Onucanue nona:

BbicTpoe noaTEepX/AcHHe
OK Ormena

YaamTs | Mpea. Cnea,

Pazpen

Onucanue

Hactpoiiku

Bui3BaThb Geliblii cnucok: [Ipu oTKIIFOYeHHOM
rmapamerpe OyayT o0padaThIBaThCS TOJIBKO
HOMeEpa yKa3aHHbIC B CIIMCKe. BKirounTe s
oTOOpakeHUS Ha JTUCTLICE TTAHEIU COOOIICHHS
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rubetek

pu Habope HoOMepa He YKa3aHHOTO B CITUCKE.
IIpoxoskars 3BoHUTH ocJae SIP orBera:
[Ipu BKIIOUEHHOM MapaMeTpe 3BOHOK Ha
BBI3BIBHOE YCTPOMCTBO OYJET MPOJOKEH
nocine SIP oreera.

praBJICHI/Ie IMpaBUJIaMU

st ynoOcTBa ynpaBlieHuUs MOJIb30BaTEeIN
MOTYT 3KCITOPTHPOBATH U UMIIOPTHPOBATH
(aiin mpaBuI HAMIPSAMYIO.

Tabaniia TaHHBIX

CIHCOK YCTaHOBICHHBIX IPABKII IJIs1 BHI30BOB.
OTMEThTE HYKHBIA HOMEP JJIs
peIaKTHPOBAHMS WU yaaneHus. Bo3aMOKHO
JI00aBICHUS HOBBIX TTPaBHUIL.

s KBapTHUP\HOMEPOB c KOTOPBIMHU
MPOMCXOUT CBSA3b YEPE3 aHAJIOIOBBIC TPYOKH
HE00X0IMMO yKa3aTh 3HaUeHHE HOMepa B rpade
Analog Replace B popmare XXXX.

3.3.23. Besosel. URL geiicTBus

AxTvEHEI
KoMeu pazrosopa

cepausbuerne

OK

ActionURL

OTknoueHO v MaKcumMansHan KonmecTso

Buixon

MpuMeuanue:

cumeonoe ANk noneit seoda:
255 - ans aapeca
WwipoKoBEWaTENLHOD Cepsepa
2BpeCHOR KNI

127 - ans URL yaanewwoit
aapeckoit kuirit n URL capsepa
pysHoro oSHoBneNHA
KoHdurypaumit

63 - ans ocTankHsix nonei ssoaa

Otuera

Mpegynpexpaexue:
Onucanue nong:

BbicTpoe noaTBEPX/ACHHE
OK Ormera

Vkaxute URL anpec cepBepa, Ha KOTOPBIH OyAYT OTIIPABIATHCS YBEIOMIICHUS IIPH 3aBEPIICHUH
pasroBopa u ornpaska coodmenus (Heartbeat) na SIP cepsep co crarycoM naHenu U MHAUKAIHEH

HOpMaJIbHOH PaboTHI.
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3.3.24. Bo13oBbl. MynbTukacT

MynsTHKaCT

Noarnouenie k pazrosopy (< 2aaskmsin

npopuTeTEM)

MpnopHTET MexAY NoAKTIHEHHAMM

P-anpac
11P-anpec
2 1P-agpec
3 1P-anpec
41P-aapec
5 1P-anpec
& 1P-agpec
7 1P-anpec
81P-anpec
9 1P-apec

10 IP-agpec

CMIHCOK NPHOPHTETa

MpocnywreakWwmil 33pec

HacTpoiKa WHPOKOBEWATENbLHOH Nepefaun

OTHAIO4SHO

BrrroueHo

Otmena

Mpumeyanne:
MaKCUMENEHaR KOAMHECTES
CMMBONOE ANR Nanel BEOAS:
255 - ans aapeca
WHpoKoRRWaATENEHOMD CEpERDa
APECHOR KHITH

127 - ans URL yaanensoi
anpeckod keurn 1w URL cepeepa
pyusore ofHoanesA
wouburypawm

63 - ans ocTanesex noned s20aa

MpegynpexpeHne:
OnHCaHWe Nona:

BbiCTpoe nofTBepHaeHHe
oK Orueka

rubetek

Pazpen

Onucanue

HacTtpoiika mmpokoBemaTenbHol nepeaadn

Oto0pakeHHEe ¥ HACTPOITKa TapaMeTpoOB
[IMPOKOBEIIAHHUS.

Ioak/oueHue Kk pa3rosopy (¢ 3aIaHHBIM
NMPUOPUTETOM): BEIOEpUTE HOMED
NIMPOKOBEINAHUS U3 quanasona 1-10.
IIpuopurer MexIy NOAKIIOYECHUSIMH |
BKJIFOUEHUE UJTU OTKJIIOUEHHE
IMPOKOBEILIAHHUS.

Crnincok npuopureTa

Hactpoiika mapamMeTpos.
IpocaymmBaemblii aapec: Beaute [P anpec,
KOTOPBIH kKeJlaeTe MPOCTyIINBaTh
Anpec: Beequte naeHTHGUKATOP AT KaXKI0TO
IP agpeca, KOTOPHBIN IPOCTYIITUBACTCS
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rubetek

3.3.25. Be130Be1. 3BOHKH

m
TpumMeyanue:
MakcuManeHas KOMMHECTE0
CHMBONOE ANR Nonel seoaa:
255 - anm aapeca
LipOKoBEWaTENLHOrD Cepeepa
3ApacHOi KHITH
127 - ann URL yaanenwoit
appechoii knnri 1 URL cepeepa
Pyuoro obHoanenia
Kondmrypaunn
63 - anm ocTaneHsIx nonei ezoaa
Npepynpexpexne:
Onucanme nona:

Oto0pakeHre UCTOPUH BbI30BOB. JloCTymHbIE TUIIBI BBI30BOB: HabpanHbie BbI30BbI, [IpuHsTHIE
BBI3OBHI, IIponyiiieHHbIe BEI30BEI, IlepeapecoBaHHbIC BBI30OBBI.

[Tonp3oBaTeaM MOTYT NOCTPAHUYHO MPOCMATPUBATH UCTOPHIO 3BOHKOB. OTMETHTE HOMEP 3aMHUCH
TUTsl yIQJICHUS WIH yAaIuTe Bech )kypHal. [lanens mognepxubaet 200 3amuceii BHI30BOB.

3.3.26. BezoBel. XKyprain

Buixop

QHvenal MpuMeuaHne:
Makcimankmas KommecTss
[Vizeee s Koa T feaBpewCmme L oeocsnionen ccons,
L unknewn 357 Password 1570-01-01  15:04:4% Failed [ 255 - pn ampeca
2 unknown 567 Password 15700101  15:04:23 Faled L e e
3 Publickey 123 Public  1370-0101 170031 Success L) apechof kT
4 04410B724A4F20 Card  1570-01-01  O0:25:55  Success L 127 - ana URL yaaneusioit
S unKnownD4510B724A4F80 Card 15700101  00:24:51 Faled O anpeckoii kuurn u URL cepaepa
& unKnown04410B724A4F80 Card  1570-01-01  00:24:34 Failled [ Pyora ofhoanes
7 unKnown 04374952304880 Csrd  1970-0101  00:24:27 Failed [ T ~
&  unknown SDEF3SD0  Card 15700101  00:24:23 Falled | I S T R
5 unknown04410B724A4F20 Card 15700101 00245 Falzed [ T
10 unKnown04410B72444F80 Card  1970-0101  00:24:10 Fallzd L
1 ssse Password 1570-01-01  00:10:43  Success ) Onmcanme nona:
2 8888 Password 19700101  O0:17:26  Succsss L
13 ssse Password 1370-01-02  OL:24:07  Success ()
14 5535 Password 1570-01-02  OL24:102  Success L)
15 unknown 2396 Passwerd 19700102  0L23:36 Faled ()

- Wl o W Bl e B

HMMOPT | 3KCNOpT ABepb ypHan(.xml)

[ 5utapurs dsiin | oain wa swbpan
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rubetek

Pa3nen Onucanmne

Kypnan OtobpaxkaeT HCTOPHIO Pa30JIOKUPOBKH JIBEPEH.
OT1oT uHTEepdeiic 0TOOpaKATH TOIBKO HCTOPUIO
pa30IOKUPOBKY JIBepeit ¢ momoisio RF-kapThl.
[Tonp3oBaTen® MOTYT TOAPOOHO MPOBEPUTH
uHdopmaruio pazdonokupoBku. [lonszoBaTens
MOXET YJAJIUTh OJTHY WA BCE 3aITHCH.
MaxkcumanbHbIH 00beM xKypHaia - 500
3amnucen.

HMnopT/aKcnopT )KypHaia Jlyis ymoOCTBa yrpaBiieHUs MOJIb30BaATEIN
MOTYT 9KCITOPTHPOBATh U UMIIOPTUPOBATH
(haii1 )KypHaJia HarpsmMyIo.

3.3.27. Oo6HoBnenue. OCHOBHBIE HACTPOUKHU

Boixon

Bepcua MO 227.124.3.32 TMpuMeyanue:

Bepom obopyaceaiun 2200 MaKCHMaNLHAR KONWHECTS0

OBmoenenme Bubepute Gein | Daiin he swibpak cumeonos AN noneit seoda:

oK OTnena 255 - ans aapeca

LIHPOKOBELIATENLHOD CEpaEpa

2apacho KT

127 - an% URL yaanenwoit

aapecroit kumrn i URL cepsepa

C6poc A0 3a80ACKX HECTPORK oK

C6poc K 33B0ACKMM HICTPOIKAM KpoMe oK
caTi pyH=oro oSHoBneHNA

Onme Kondmrypaun

MNepezarpyzka oK | 63 - Anm ocTaneHsIx Noneil ezona

TMpegynpexaexue:

Onucanue nona:

Beibepute ¢aiis ¢ pacumpeHreM .rom a1t 0OHOBIEHHUs JIOKAJIBHO UIIH C YAAJIECHHOIO CEpBepa.

|

BAKHO! [Iposepbme, umo (aiin umeem npasuivhulii hopmam u npeonazHaveHr 0is OaHHOL
mooenu. Bepcus 110 nauunaemcs ¢ eepcuu mooenu ycmpoucmea (annapamuor peaiuzayui,).

[Tonb3oBatento gocrynen Copoc HacTpoek IP nanesn no 3aBoackux u Ilepe3sarpyska nanenu.
[locneanue akTyalibHbIE BEPCUH TPOIrPAMMHOI0 00€CTIeUeHN s MOYKHO CKayaTh Ha OpUIIHaILHOM
caiite komnanuu “RUBETEK”
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3.3.28.

OO6HoBnenwue. PacimmpenHble HACTPOHKH

Onuwna PNP

Koutburypauns FINF

Pyunoe obHoenenme koHdurypayun

URL

TNorus

(e P S oo i o —

Monks0saTensCki knioy AES
Houow AES (MAC)  fessesns

OfHozuTe cafiuac

AsToMaTHYeckoe obHoBneHne KoHdMrypaumn

Pesiaur Tp#H ERMIOYSHIN MHTEHWA

rubetek

NpumeuaHue:
MakcuMansHas KonusecTeS
cHMBOnOE ANA noneil Bsoaar
255 - ana anpeca
WhpoKoSeWETENsHOMD CapREpE
sApecHoil kHinA

127 - ana URL yaznenkaii
sapecwoii Kk n URL cepespa
pyHora ofkazneis
KOHGHTYpaUMl

63 - ans ocTaneHLX none Bsoas

Mpepynpexpexne:

OnucaHHWe nona:

| BoicTpoe nop

Pacnicanie
Yac(0~23)
Munyru{0~53)

|

QuncriTe MDS

SkcnopTupossTs wafnow ans
LT ——

PacnncaHKe nepe3arpyzok

Pexan
Pacnncanine
Hac(0~23)

CHCTEMHBIA HypHan

VpoesHs sypHans
SxenopT seypHans
PCAP
cese
Astoobhosnasie PCAP
Mpoune

[ Sxcnopr Jsundposaus)

dain kondurypaunn(.tgz/ conf/.cfg)

OK OTHEHz

Pasznen

Onucanne

Ornaust PNP

OroOpaxkenue u HacTpoiika onuuii PNP s
aBTOMATHYECKOT0 OOHOBIIEHUS.
Koungurypanus PNP (Plug and Play), xoraga
BKJIIOUCHO, YCTPOHCTBO OyIeT aBTOMAaTHICCKHU
ormpaiaTh SIP coobrieHne Ha cepBep, YTOOBI
MOJTYYUTh B OTBET aJIpec CepBepa ¢
OOHOBJICHUSIMH.

Pyunoe oOHOBIEHUE KOHGUTYpAITUU

[l HacTpoiiku mapaMeTpoB cepBepa
OOHOBJICHHI BPYYHYIO.

URL: Anpec cepBepa aBTOMaTH4ECKOI0
OOHOBJICHHSL.

Jloruu: eciu cepep TpeOyeT ums
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rubetek

I0JIB30BATEIS IS TIOCTYTIA YKAKUTE €T0, B
MPOTHBHOM CITy4ae OCTABbTE ITYCTHIM.
IMapoJn: eciu cepBep TpedyeT Mapoib s
JOCTyIa YKaKUTE €ro, MHA4Ye OCTaBbTe
MTyCTBIM.

Hoab3oBatenbcknii kw4 AES:
WCIIONB3YEeTCs I paciipOBKU 0OIIETO
daiina koH(UTYpaAIIUU ABTOMATUYECKOTO
OOHOBJICHHUS.

Kuaiou AES (Mak): ucnonb3yeTcst st
pacmmdpoBku Mac-opueHTupoBaHHOTO (haiina
KOH(HUTyparuu aBTOMaTHIECKOTO OOHOBIICHUS

BAKHO! AES sgnsemcs 0OHUM U3 MHO2UX
wugposanuil, on 0onxCeH OblMb HACMPOEH
monvko ecau ghain wugpyemces ¢ AES, unaue
ocmasums nyCcmviM.

ABTOMAaTHYECKOE OOHOBIICHHE KOH(PUTYpAITUH

OtobpaxkaeT HaCTPOHKHU TapaMeTPOB PeKUMa
aBTOMAaTHYE€CKOTO OOHOBIICHHS.

Pacniucanue nepesarpysok

OtobpaxkaeT HaCTPONKHU TapaMeTPOB
nepe3arpy3Kku MaHemu.

CucreMHBIH KypHaI

OTo0paskeHHEe CUCTEMHOTO )KypHaJIa v €ro
AKCIOpTA.

Yposenb :kypHaja: ot 0 10 7.YpoBeHb 3HAYHT
KOHKPETHBIN CUCTEMHBIH )KypPHaJl KOTOPBII
coxpaHsieTcsi BO BpeMeHHbIH (aiti. 1o
YMOJTYaHUIO, 3TO YPOBEHB 3.

DKCHOPT )KypHAJIA: HAKMUTE, YTOOBI
AKCTIOPTUPOBATH BPEMEHHBIHN (haiin CHCTEMHOTO
KypHaja Ha KOMIIBIOTEP.

PCAP 3axBaT makerta JaHHbIX ¢ JoModoHa. Haxkmure
Crapr 115 Hayasa 3axBata 1 IKCHOPT I
BBITPY3KH.

IIpoune DKCIOPT TEKYIIeH KOH(UTYpaALlHH ITaHECIIH.
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3.3.29. BbezomnacHocTb. OCHOBHBIE HACTPOUKH

W3mMeHeHue Napons ocTyna K Be6-uxtepdeiicy NpuMeuanne:

Noruk admin ¥ | MaKcuManLHas KonHecTso
Aeiicreyiownii napons — ciBonos anm noneit seoaa:
255 - ans aapeca
LIMPOKOBEWATENEHOD CapBepa
2apecHoil KnrH

127 - a8 URL yaanenwoii
aapeckoit kunrn it URL cepsepa
Py4HOro oSHoeneHMA
KoHBUrypaLmi

63 - anA ocTaneHeIx noneil e2oaa

Hoswiii napone. ]

MoaTe=panTe napons | |

ok | | ormena |

Mpeaynpexpexve:

1)Anuma napons 8-16 cimeonos
2)Naponk coaepmwT CMBONL K3
TPEX CNEAYIOWMX KaTerophit:

* Mponucssie Bykee esponeiickin
azuikos (A-Z)

* CTpouHbie Byxss! eBponeiickix
s3bikoe (3-2)

* Basoswie 10 undp (o 0 20 9)

* He andaenTro-uNbpoELIE
cuMeOnLl (CneunansHsie cuMBone:)
(eos2t*+-<>@[1{}/_s
#).

Onucanve nong:

BbicTpoe noaTeepXAeHHe
| ok || Ormena |

B pasnene BO3MOXHO U3MEHEHUS TapoIs aAMUHUCTPATOPA.
Texyuuii napoJib: YKaKUTE TEKYIIHUMI MapoJib.
HoBblii NapoJib: yKaXKUTE HOBBIA MapoJib /111 U3MEHEHHUSI.
I[MoaTBep:xneHUe MaPOJIsi: TOBTOPUTE HOBBIN MMAPOJIh B TAHHOM TIOJIE.

BAXKHO! [locne gvlnonnenus 6cex HACMPOEK, PEKOMEHOYEMC sl np OU36eCmu Pe3epeHoe KONUPOBAHUEe
(8b12pY3KY) KOHuUYypayuu nanenu 01s 0anibHeluue2o ObLICmpo20 0CCMAHOBIEHUE CUCTNEMDL.

3.4.  Oo6noenenue 10 uepes mpunoxenue Rubetek

Hnst oonoBnenus [10 morpedyercs:
- [IK ¢ ycTaHOBIEHHOM TpOrpaMmMon
Panel_Updater.exe

- mat4-kKopa (kabes Ethernet) as
IIOAKJIIFOUYCHU A TaHCIIU

- 6ok nuranus 12B

BAKHO! Bcé npoepammnoe obecneuenue 0si
yempoucme HeoOX00UMo CKAYU8ams mMoabKo C
0UYUATLHBIX UCTMOYHUKO8 KOMNAHUU
“RUBETEK” unu 3anpawusamo 6 ciysicoe
MeXHUYeCKOU NOOOEPIHCKU.

Heo0xoaumMo mpon3BecTy HACTPONKY
CETEBOTO MOIKJIFOUYCHHS TTAHEITU COTJIACHO TI.
3.1 gaHHOTO PYKOBOJCTBA
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TlonknrounTs K manenu 0Jiok nutadusg 12B
COTJIAaCHO PaCIMHOBKH Ha OOPaTHOM CTOPOHE
[MaHEIH.

[ToAKTIOYUTE C TTOMONIBIO MMATY-KOP/1a TaHEh
K KoMmnbroTepy. [IpousBecTu npu
HEOO0XOMMOCTH HACTPOMKH CETEBOTO
agantepa [1K.

MvTtaHue 12B

GND GND
+12V 2V

GND
DOORC
GND

GND NoT
WG D7 CoM1
WG D0 NCT

NO2
LOM2
NCZ

DOORB
GND
DOORA

Ethernet (POE)

NO3
COM3
NC3

GND X
RS54858) 12v_out
RS4LE5A GND_OUT)
Hosnenye nanensh Rubste [T
3anyctuth nporpammy Panel Updater.exe Ha - —
HI< NyTe K dainy npowvsar: | =

WA nonssosaTens: admin Mapons: admin
Lvanason IP-anpecos:

Komm4ecTso noTokos:

g - HAaTh 38rpysKy NaHENM Nocne ofHOBNEHIA

B cTpoke IlyTh K (paiiny npomimBKu
yYKa)XUTEe MecTopacnojoxeHue aiina c
paCIIMPEHUEM .TOM U HAXKMHUTE KHOIIKY
OTKpBITH.

BAKHO! Ilposepvme, umo ¢hatin umeem
NpasuibHblil hopmam u npeoHasHayeH OJis
oannou mooenu. Bepcus 10 nauunaemcs c
gepcuu Mooenu yCmpoucmea (annapamuou
peanuzayuu).

[ Bessepure cadn e npousesn
+ ROOT » arppmas + Tabgam Dukap
Yrepapasaes o nanes
T Matpamce
& g
Hagamina st

B Patound cron
Wieams w Wras)

TAMIHmm
T

HTAME N rem

§ Eutinncrmo

| st iy 22744 23 ram

- | o npausnen o )

|Lompem [v] | omens

IIpoBepnTe mpaBuIbLHOCTH YKa3anus Ums
noab3oBaress u [lapoas. [Ipu
HEeO0XOIMMOCTH BHECUTE HEOOXOIUMBIE
MPaBKH.

Vkaxute Ilnanazon IP agpecoB nanenei,
KOTOpPBIC HEOOXOUMO OOHOBHTD.

Ecnu Bam He06X01MMO OOHOBUTH OJIHY
MaHeNb, YKOKUTE B 00eUX SUeiiKax
oauHakoBeblil [P aapec nanenu.

WMA nonesosaTena: admin

AuanasoH IP-agpecos: 192 . 168 . 137 . 101

Maponb:

T 192 . 18 . 137 . 101

admin
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ITocie 3anmomHeHns BceX JaHHBIX, HAXKMHUTE e P
kHOnKy CTapr.

[Tocne ycremHoro oOHOBIICHHS ITpOTpaMMa
BhiacT coobmenune Updating completed u
TaHEeJb IePe3arpy3uThCs.

Mo K diaiiny MpowskA:
Vst nonssosaTens: admin Mapons:  admin

[vanasoH [P-aapecos: 192,168 . 1 . 10 192 . 168 . 1 . 10

KONW4ECTB0 NOTOKOB: 1 | [¥]Xaatb sarpysty nanent nocne obtosnetms Crapt

Start updating. ..

2020/05/26 16:20:02 Start job 1 for panels: [192. 168. 1. 10]

2020/05/26 16:20:02 successfully authorized on panel 192, 168. 1,10

2020/05/26 16:20:05 start firmware uploading to 192.168,1.10...

2020/05/26 16:20:09 uploading firmware to 192.168. 1. 10 completed successfully
2020/05/26 16:20:09 waiting panel 192. 168. 1. 10 boot...

2020/05/26 16:21:59 panel 192. 168. 1. 10 successfuly upgraded

Updating completed

4, TexHu4yeckoe 00CJay:KNBaHUE

4.1.

4.2.

5. XpaHeHue
5.1.
5.2.
5.3.

5.4.

41.1.

4.1.2.

Mepsl 6e30macHOCTH

Mepsl 0€30mMacHOCTH MPU  YCTAaHOBKE M OKCIUIyaTalluM TaHeIW JOJDKHBI
COOTBETCTBOBaTh  TpeOoBanumsiM  “IIpaBuii  TEXHHUYECKOW  SKCIUTyaTallld
3JIEKTPOYCTaHOBOK moTpeduteneit” u “IlpaBun TexHukH O€30MaCHOCTH MPHU
AKCILTyaTaIiH 3JICKTPOYCTaHOBOK ITOTPEOUTEIICH .

[Ipu mpoBeneHUM PEMOHTHBIX PabOT B TIOMEIIEHWU, TJI€ YCTAHOBIEHA ITaHEIb,
JOJbKHA OBITH 0OecreueHa 3aluTa 0T MEXaHUYECKUX MOBPEXK ICHUN 1 ToTalaHusl Ha
HEee CTPOUTENILHBIX MaTepHraioB (mo0enka, Kpacka, IblIb U IIp.).

[IpoBepka paboTocriocoOHOCTH

4.2.1. [TpoBepka pabOTOCTIOCOOHOCTH TTAHETH JODKHA IMPOBOJUTECS TIPH TUIAHOBBIX HITH
JIPYTUX MPOBEPKAX TEXHUUECKOTO COCTOSIHUS YCTPOUCTBA, HO HE PEXKE OJHOTO pasa
B 6 MecsIIEB.
4.2.2. [TpoBepka paboTOCIOCOOHOCTH BKIIIOYAET B CEOs:
° BHEIIHUA OCMOTp TIAHEJIW Ha OTCYTCTBHE CIJIEIOB BJIard U MEXaHHYECKOTO
MOBPEKICHHS;
° MIPOBEPKY HAJIEKHOCTH KOHTAKTa MPHCOECAUHEHHBIX K MaHEeNIH IPOBOJIOB, MpHU

HCO6XOI[I/IMOCTI/I 3aMCHHUTb HCHCIIPABHLIC IIPOBOJA.

° TECTOBBIN BbI30B HA A00OHEHTCKUM ITyJIBT C MTAHEH, IIPU 3TOM IIPOBEPSAETCS:
o IPOXOKJICHUE BbI30Ba HAa aDOHEHTCKUH IyJIbT
o KauecTBO 3BYKa IIPU OTBETE
o cOpoC BBI30BA
o OTKPBITHE IBEPH
o OTKpbITHE JBepu ¢ mnomomiplo RF-kimoua u  PIN-konma (amMuHHcTpaTopa,
MOJIb30BaTE)
° BBI30B JlMcCIIeTYepa (B Cayyae HACTPOMKH TaHHOM OMITNN)
° nposepka Bepcuu 110

VYcnoBus XpaHeHUs TaHEIH TOJDKHBI COOTBeTCTBOBaTh yeioBusaMm 2 1o I'OCT 15150-69.
XpaHUTh YCTPONCTBO CIEAYET Ha CTEUIaXKaxX B YIIAKOBAaHHOM BHUJIE.
PaccrosiHue oT cTeH U Moja XpaHWIUIIA 10 YIaKOBOK C YCTPOMCTBOM JOJDKHO OBITH HE

menee 0,1 M.

PaccrosHue MCKAY OTONHUTCIbHBIMHU yCTpOﬁCTBaMH 151 ynaKOBKOﬁ C IMaHCIsIMHU JOJIXKHO

ObITh He MeHee 0,5 M.
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5.5. B nomemeHnu J0KHBI OTCYTCTBOBATh Hapbl arpeCCUBHBIX BELIECTB U TOKOIPOBOJAIIAS
IbLIb.

TpancnoprupoBanue

6.1. Ilanenp B ymakoBKE MOKET TPAaHCHOPTHPOBATHCS BCEMH BHUJIAMH TPAHCIIOPTA B KPBITHIX
TPaHCIOPTHBIX CPEICTBAX U B FEPMETU3UPOBAHHBIX OTCEKaX CaMOJIETa.

6.2.  YcioBus TpaHCHOPTHPOBAHHUSA JOJDKHBI COOTBETCTBOBaTh ycioBusM 5 (OXK4) mo 'OCT
15150-69:

— TeMmmepaTypa okpy:xkarouiero Bo3ayxa ot munyc 50 °C o mitoc 50 °C;
—  OTHOCHUTEJIbHAsA BIAXKHOCTh Bo31tyxa 10 95 % npu temnepatype mitoc 40 °C.

6.3. Cpokx TpaHCHOPTHPOBAHUS U MPOMEKYTOYHOTO XpAaHEHHS HE JOJDKEH MPEBBIIATh 3 Mec.
JlomyckaeTcsi yBEIMYMBAaTh CPOK TPAHCHOPTHPOBAHUSA M IPOMEXYTOYHOIO XPaHEHUs
YCTpOICTBA IIPH MEPEBO3KAX 3a CUET CPOKOB COXPAHIEMOCTH B CTALlMOHAPHBIX YCIOBHUSX.

Yruinzanus

7.1. VYTunuzanus ycTpoilcTBa MPOM3BOAUTCS C YYETOM OTCYTCTBUS B HEM TOKCHUYHBIX
KOMIIOHEHTOB.

7.2.  CopmepkaHHEe JIparoleHHBIX MaTepHAIOB HE TpeOyeT ydera NMpH XpaHEHWH, CIHCAHUH,

yTUinu3alnuu.

I'apanTus u3roroBuTe/d

8.1.

8.2.

8.3.

8.4.

8.5.

8.6.

[IpennpusTue-u3roToBUTENIbL  TFApaHTHUPYET  COOTBETCTBHE  IMAHEIM  TEXHUYECKHM
XapaKTePUCTHKAM MPH YCIIOBUU COOTIOACHUS TOTPEOUTEIIEM MPABKIT TPAHCIIOPTHPOBAHUS,
XpaHEHU A, MOHTAXKA U YKCIUTyaTalluu.

["apaHTuHIiHBII CPOK AKCILTyaTaI 24 Mecslla co THS BBOJA B HKCILTyaTaIllio, HO He Ooee
36 MecsIIeB CO JHS BBITyCKa.

B Tedenue rapaHTUITHOIO CPOKaA 3aMEHA BBILEAIIUX W3 CTPOS MAaHEJIEH OCYIIECTBIAETCS
MpEANPUATAEM-U3TOTOBUTEIEM O€3BO3ME3/IHO TIPU COOIIOICHUH TTOTPpEeOUTENIeM yKa3aHUH
110 MOHTAXYy U KCILJIyaTalluu.

[Tpu HampaBiIeHUHU yCTPOUCTBA B PEMOHT K HEMY 0053aTEIHHO JOHKEH OBITh MPUIIOKEH aKT
C OIIMCAaHHUEM HEUCIIPABHOCTEN YCTPOMCTBA.

["apaHTHs HE BCTYNAET B CUIIY B CICAYIONIMX CIyYasX:

—  HecoOJIoJIeHNe TAHHOTO PYKOBOJICTBA 10 SKCIUTyaTallluH;

—  MEXaHHMYECKOE MOBPEKICHUE YCTPOUCTBA;

—  PEMOHT YCTpOHCTBa APYTUM JUIIOM, KpoMme M3roToBUTENIS.

[apanTus pacnpocTpaHseTcsl TOJBKO Ha TMaHenb. Ha Bce o0opynoBaHue Ipyrux
MIPOU3BOAUTENEH, UCTIOJIB3YIOIIEECS COBMECTHO C YCTPOWCTBOM, PaCHpOCTPAHSIOTCS HUX
coOCTBEHHBIE TAPAHTHH.

CaeneHus 0 peKkJaManusx

9.1.

9.2.

9.3.

PexmamaniioHHple TPETEH3UU TPEIBSBISIOTCS MPEANPHUSATUIO - TOCTaBUIMKY B CiIydae
BBISIBIICHHS JIE(DEKTOB U HEMCITPABHOCTEHN, BEYIIUX K BBIXOy M3 CTPOSI YCTPOIMCTBA paHee
rapaHTUHHOIO CPOKA.

Anpec npeanpustus-usroroputens: 143026, 2. Mockea, meppumopusi UHHOBAUUOHHO2O
yeumpa “Cronxoso”, Bonvwoti 6yaveap, 0. 42, cmp. 1, 1 smaswc, wacms nomewenus N334,
pabouee mecmo Ne3 1

B pexiramaniioHHOM aKkTe yKa3aTh: THUIT YCTPOUCTBA, A6PEKTHI U HEUCIIPABHOCTH, YCIOBUS,
IIPU KOTOPBIX OHH BBISBIICHBI, BPEMs C Hayasa dKCIUTyaTallul YCTPOM CTBa.

K akTy HE006X01MMO TPUIIOKHUTH KOTIHIO IJIATEKHOTO JIOKYMEHTAa Ha YCTPOUCTRO.

57



10.

rubetek

Caenenus o ceprupuxKanumn

10.1.

10.2.

Bre3biBHAs BHjeoIaHelb MHOroaboneHTckas RV-3438-v2 «RUBETEK» cooTrBeTcTByeT
TpeboBaHusiM «TexHuueckoro perjameHta TamoxeHHOTo coro3a «O 0e30MacHOCTH
HU3KOBOJILTHOTO obopynoBanus» (TP TC 004/2011), «TexHudueckoro perjiaMeHTa
TaM0XEHHOTO0 COr03a « DIEKTPOMArHUTHAsI COBMECTUMOCTh TeXHHUeCKuX cpenctsy» (TP TC
020/2011) u umeet nexmapanuto o cooreTrcTBU EADC No RU J[-CN.HA66.B.00862/19.
[TaHenb COOTBETCTBYET TpeOOBaHUSIM HOPMATHBHBIX JOKYMEHTOB «CTENEeHb 3allUThl,
obecneunBaeMble obonoukamu (kox [IP66) 'OCT 14254-2015”, «3nekTpoobopyI0BaHHE.
CremneHp 3alMTHI, 00ecTieunBaeMOl 00OJTOYKAMHU OT HAPYKHOTO MEXaHHMYECKOTro yaapa
(xkom IK 8) TI'OCT IEC 62262-2015» u wumeer cepTHU(PHUKAT COOTBSTCTBUS No
POCC.CN.HB25.H00207, Bbimanusbii opranom 1o ceptudukamuu OO0 «Pyc-Tecty.
121357, r.Mocksa, KyTy3oBckuii mp-Kt, 1 67, KopIl. 2, moM. V, koM. 6, od. 27.
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